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Preface

Revision History

Revision Description Date
1.0 Initial release of document for Release 2022.1.0 June 2022
2.0 Updated release of document for release 2022.1.0 FP2 | November 2022

Beta

About this Guide

This guide informs you about the APIs to be used for executing different Cert+ Automation workflows.

Audience

This guide is intended for CISO, PKI Security, and Application Teams.

Text Conventions

The following text conventions are used in this document:

Convention Description

boldface Boldface type indicates graphical user interface elements associated with
an action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for

whichyou supply particular values.

codeblock

Indicates commands within a paragraph, URLS, code in examples, text
thatappears on the screen, or text that you enter.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Chapter 1: Prerequisites

The following table describes the web browser requirements to create and execute workflows as well as

tasks.

Web Browser Requirement

Browsers Version

Internet Explorer [ v11.0.9600.18817 or later

Firefox V74.0.1 (64-bit) or later

Google Chrome |V85.0.4183.83 (64-hit) or later

Copyright © 2022 AppViewX, Inc. All Rights Reserved.



Chapter 2: Role-Based Access Control

With role-based access control (RBAC), you can assign permissions to users for accessing the module
and allow/restrict them to perform certain actions. You can refer to this link and find out more about
RBAC.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.


https://adminguide.appviewx.com/configuring-the-role-and-resource-based-access-control-rbac

Chapter 3: Accessing CERT+ Automation Workflows

The CERT+ Automation workflows are available on the Workflow Catalog page.

To view these workflows:

1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over = .

3. From the menu displayed, click Request.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.



Accessing CERT+ Automation Workflows

= /\vxappviewx
Dashboard

Control Center

ADC+
CERT+

Pages

o PKI+

65 Studio

Request

Inventory

Account

Logging

Alert

Settings

The Workflow Request page is displayed, with the Overview section open by default.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 10



Accessing CERT+ Automation Workflows
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4. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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5. On the Catalog page, under the Certificate Lifecycle Automation category, click
6. From the options displayed, select Full View.
11
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Accessing CERT+ Automation Workflows

Catalog
Overview
Custom reports |_-C_e1tiﬁn:ate Lifecycle Automation :.
9 e O

{Full View |
View/Run

» (Certificate Expiry Notification based on Cert...

Scheduled jobs

* Certificate Expiry Notification - Cert Group ...
* Certificate Expiry Notification - Days

* Certificate Expiry Notification - Devices | Se...

0 Tip: You can also search for a workflow on the Catalog page by typing the keyword(s) in the
search bar.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 12



Chapter 4: Accessing CERT Automation Workflow
Tasks

The CERT+ Automation workflow tasks enable you to design your own custom workflows. These are

available in the Workflow Studio. To view these tasks:

1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over
3. From the menu displayed, click Studio > Workflow.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Accessing CERT Automation Workflow Tasks

Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Accessing CERT Automation Workflow Tasks

Design 3

ADC Devie Restore Actsp ADC Disable Mirror Failoy

= o # o]

ADC_Okjact_Actinns with &, ADC_Object Restors Action,

&

Solutions

Use a Solution

ADC Extermal Class Manag

= O

ADE Reback Class Manag

ADC Intermal Class Manag

= o

ASM Palicy Migration AVXT

5. Provide a suitable Name for the workflow.
6. Click Save.

= O = O = O & O
4. On the Workflow inventory page, click Create New.
7. To access the OOB workflow tasks, from the left menu, click Certificates.
15
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Accessing CERT Automation Workflow Tasks

Tasks

Q. Search by tag, task

+ Add

Source Control
Change Management
General
User interface
Notification
Application Delivery
IPAM
ITSM
Certificates
CLM Automation
Enrollment
Expiry
Utils
Push
Renew
Enroll
DevOps
GitOps
Reports
Network

Solutions

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 16



Accessing CERT Automation Workflow Tasks

The following categories of tasks are available in this folder:

» Enrollment - Lists all the OOB tasks for enrolling certificates from configured CAs.
» Expiry - Lists the Get Expiry Certificates task.
* Renew - Lists the Renew and Regenerate tasks.

 Push - Lists all the OOB taks for pushing certificates to devices and servers.

Note: For more information on how to design custom workflows in the Workflow Studio, refer
to the Visual Workflow User Guide.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 17



Chapter 5: Certificate Expiry Workflows

« Overview

 Certificate Expiry Notification based on Certificate Attributes
» Certificate Expiry Notification - Cert Group Hierarchy

« Certificate Expiry Notification - Days

« Certificate Expiry Notification - Devices | Servers

« Certificate Expiry Notification

« Update Certificate Attributes

« Certificate Expiry Notification with JIRA

« Certificate Expiry Notification with ServiceNow

« Orphan Certificates Report

Overview

This section lists and describes the workflows that can be used to notify the user(s) about the expiry of
the certificates based on different criteria such as certificate attributes, expiry period, hierarchy, and so

on. It also enables you to create tickets for expiring certificates on Jira/ServiceNow.

Certificate Expiry Notification based on Certificate Attributes

This workflow allows you to send an email notification listing certificates expiring in a specific number of

days with selected certificate attribute details displayed in the email.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Certificate Expiry Workflows
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Certificate Expiry Notification based on Certificate Attributes workflow and

click * .

Enroll Certificate Based on Policy
Enroll Cert

& Eapy Corioate Provigiosing

Qephan Certificanes Report

CER Dwta

cate with Certificate Group and

[o Tip: You can also search for the workflow by typing the workflow name in the search bar. j

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Certificate Expiry Workflows

The workflow is executed with the workflow inputs requested at the first stage.

> A Abcat s Workfhon -

A Catifiats Bapiry

A Watific acean

5. Under the Certificate Expiry section, enter or select the field information as shown.

» Certificate Expiry

* Time Frame Type Exact v
* Expiry Time Period @
Report Fields MNone Selected -

The following table describes the fields under the Certificate Expiry section:

Field Description

*Time Frame Type Enter the time frame type from the available options:

» Exact - The system generates a report of certificates that expire on
exactly the number of days as mentioned in the expiry time period
starting from today. For example, if you mention 30 in the Expiry Time
period on the 1st day of the month, the report will contain details of
certificates expiring on the 30th day of the month.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 20



Certificate Expiry Workflows

Field Description

* Range - The system generates a report of certificates that expire within
a range of days as mentioned in expiry time period. For example, if the
range is mentioned as 30-60 on the 1st day of the month, the system
generates a report of certificates expiring from 30th day to 60th day

from that day.

*Expiry Time Period

Enter the expiry time period for which notification has to be sent. Multiple

values can be entered, separated by commas. You can either define it

as an exact number or a range or a combination of both. For example,

30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.

« Input type: Range - The expiry report will be generated for the range
specified. For example, 0 - 30 days, 0 - 60 days, 0 - 90 days.

* Input type: Exact - The expiry report will be generated for certificates
expiring on the exact specified date. For example, certificates expiring
on the 30th, 60th, 90th day.

Report Fields

Select the fields to be displayed in the report from the dropdown list.

All Asterisk (*) marked fields are mandatory.

. Under the Notifications section, enter or select the field information as shown.

* Report Format

# Notifications

* Email Recipient

Department v

® Email Content CSV Attachment

The following table describes the fields under the Notifications section:

Field Description

*Email Recipient

Select the email recipient from the dropdown list.

*Report Format

Select the required checkbox to send the report as:
» Email content - The report will be sent as Email content.

or

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 21



Certificate Expiry Workflows

Field Description
» CSV Attachment - The report will be sent as a separate attachment in

CSV format.

[ Note: Email Content is the default selection. ]

All Asterisk (*) marked fields are mandatory.

7. Click Submit.
» Get Expiry Certificates task completed.

L#]

Gt Expiry Certificates

s

000~
2]

Liogs - Gt Explry Cartificate

« Email natification received individually for expiring certificates.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Certificate Expiry Workflows

Issuer CA
Serial number
Certifcate ULND
Common Name

Certificate
Category

Expiring In

testapps.appviewx.com - Certificate Expiring in O - 31 Days Inbex =

addresssuppert@appviews. com

YAY2 S appVi'EW}( Notification

Request 1D: 60 | Workflow Name: Certificate Expiry Notification based on Cerlificate Atiributes

Alert - Certificate Expiry

testapps.appyiewx.com - Expires in 0 - 31 Days

Appiiew)
EAEE3N66.COSAAEDZ 64 DC 1C:SEERIC34:3E
IdfanfB358c568b33dEdeScIbl bbb adiSh Mecdh

1SS0S AROVIEWS SO

Server

0-31 Days

Certificate Expiry Notification - Cert Group Hierarchy

This workflow allows you to send a certificate expiry report notification to the certificate group and its

associated hierarchical groups.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Certificate Expiry Workflows
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Certificate Expiry Notification - Cert Group Hierarchy workflow and click rl

Camificany Expiry Mooroation - Dirvions | Ser
» Certifcats Expiny Nosiication - Days

= Certiicate Expiry Notfication - Cert Groop e B (D

= Enroll Certficate Baved on Policy | C5R Deta
= Enrgll Certficate with Cevtificate Group and
iy S b Prvs ']

*  Dwphan Certificates Repor

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow is executed with the workflow inputs requested at the first stage.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 24



Certificate Expiry Workflows

™ PNEP— :

A Catifiats Bapiry

A Watific acean

5. Under the Certificate Expiry section, enter or select the field information as shown.

» Certificate Expiry

* Time Frame Type Exact v
* Expiry Time Period @
Report Fields MNone Selected -

The following table describes the fields under the Certificate Expiry section:

Field Description

*Time Frame Type Enter the time frame type from the available options:

» Exact - The system generates a report of certificates that expire on
exactly the number of days as mentioned in the expiry time period
starting from today. For example, if you mention 30 in the Expiry Time
period on the 1st day of the month, the report will contain details of
certificates expiring on the 30th day of the month.

* Range - The system generates a report of certificates that expire within

a range of days as mentioned in expiry time period. For example, if the

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 25



Certificate Expiry Workflows

Field Description

range is mentioned as 30-60 on the 1st day of the month, the system
generates a report of certificates expiring from 30th day to 60th day

from that day.

*Expiry Time Period

Enter the expiry time period for which natification has to be sent. Multiple

values can be entered, separated by commas. You can either define it

as an exact number or a range or a combination of both. For example,

30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.

* Input type: Range - The expiry report will be generated for the range
specified. For example, 0 - 30 days, 0 - 60 days, 0 - 90 days.

* Input type: Exact - The expiry report will be generated for certificates
expiring on the exact specified date. For example, certificates expiring
on the 30th, 60th, 90th day.

Report Fields

Select the fields to be displayed in the report from the dropdown list.

All Asterisk (*) marked fields are mandatory.

6. Under the Notifications section, enter or select the field information as shown.

. Notifications

* Notify Parent Group

* Report Format

® On Off

® Email Content CSV Attachment

The following table describes the fields under the Notifications section:

Field Description

*Notify Parent Group

Select On if a notification has to be sent to the parent group of the

certificate group.

Select Off if a notification is not required to be sent to the parent group of

the certificate group.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 26



Certificate Expiry Workflows

Field Description
Note: On is the default selection. \

*Report Format Select the required checkbox to send the report as:

« Email content - The report will be sent as Email content.

or

+ CSV Attachment - The report will be sent as a separate attachment in
CSV format.

[ Note: Email Content is the default selection. ]

All Asterisk (*) marked fields are mandatory.

7. Click Submit.

» Get Expiry Certificates task completed.

Get Expiry Certificates

—8—0—0—0—0 v

Lot - et Enpiry Cortifucatos

» Email notification received.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 27



Certificate Expiry Workflows
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Certificate Expiry Notification - Days

This workflow enables you to generate a report listing certificates expiring in a specific number of days to

the email addresses present in the certificate or certificate group.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Certificate Expiry Workflows

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Certificate Expiry Notification - Days workflow and click =l

Certificate Espiry Notrcation
®  Certificate Expiry Netification - Days O

donitations - Cart Grenp Mo | gun

= Certificate Expiry Motication

= Certificate Expiry Motrcation based on Certi

» [Enrcll Certiicate Baed on Policy | C58 Deta
» [Errcll Certricate with Cormficate Group and

®  Eavy Cenifcate Provesioning

* Orphan Cevtificates Beport

Ticate Eapiry Rodia stion wih Servicell

i Enpiry Notroation with |IR4

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow is executed with the workflow inputs requested at the first stage.
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5. Under the Certificate Expiry section, enter or select the field information as shown.

# Certificate Expiry

* Expiry Time Period 6

Report Fields Mone Selected -

The following table describes the fields under the Certificate Expiry section:

Field Description

*Expiry Time Period Enter the expiry time period for which natification has to be sent. Multiple

values can be entered, separated by commas. You can either define it

as an exact number or a range or a combination of both. For example,

30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.

* Input type: Range - The expiry report will be generated for the range
specified. For example, 0 - 30 days, 0 - 60 days, 0 - 90 days.

* Input type: Exact - The expiry report will be generated for certificates
expiring on the exact specified date. For example, certificates expiring on
the 30th, 60th, 90th day.

Report Fields Select the fields to be displayed in the report from the dropdown list.

All Asterisk (*) marked fields are mandatory.

6. Under the Notifications section, enter or select the field information as shown.

. MNotifications

* Email Recipient Maone Selected

* Report Format ® Email Content CsV attachment

The following table describes the fields under the Notifications section:
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Field Description

*Email Select the required recipient of the notification. You can select:

Recipient * Select all

« Certificate Email - The notification will be sent to the email addresses associated
with the certificate.

* Certificate Group Email - The notification will be sent to the entire certificate group
to which the certificate belongs.

*Report Select the required checkbox to send the report as:
Format - Email Content - The report will be sent as Email content.
or

« CSV Attachment - The report will be sent as a separate attachment in CSV format.

[ Note: Email Content is the default selection. ]

All Asterisk (*) marked fields are mandatory.

7. Click Submit.
» Get Expiry Certificates task completed.

—o—0—0v

Get Expary Certificates

Logga - Gt Expiiry Cortificaten

» Email notification received with Certificate Expiry Alert for each expiring certificate.
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TestCertmail.appviewx.com - Certificate Expiring in 31 Days imsox =

addresssuppont [appviewscom

/X appViewX Notification

Request ID: | Weorkflow Hame: Certificale Expiry Motification - Days

Alert - Certificate Expiry

TestCertmail.appviewx.com - Expires in 31 Days

Comrman Name TegtCerimall Ancews com

Serial rumber ATEDB2CAT 0087 52-AE:68-36 BI.CT 9ABB.CE
Certificate Server

Category

Issuer CA Appiiew)

Certitcate UUID 2ech5164c415291fd HeeeBThI905403484c 705
Group Defauly

Certificate Expiry Notification - Devices | Servers

This workflow enables you to generate an expiry report of certificates present on a device and expiring in

a specific number of days.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Certificate Expiry Notification - Devices | Servers workflow and click I}

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow is executed with the workflow inputs requested at the first stage.
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A Netlfiialions
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A Camilicacs Dnpery

5. Under the Certificate Expiry section, enter or select the field information as shown.

# Certificate Expiry

* Time Frame Type

* Expiry Time Period

* Device Category

* Device Vendor
Device Name

Report Fields

Exact

Select

Mone Selected

Mone Selected

The following table describes the fields in the Certificate Expiry section:
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Field Description

*Time Enter the time frame type from the available options:

Frame » Exact - The system generates a report of certificates that expire on exactly the number

Type of days as mentioned in the Expiry Time Period starting from today. For example, if you
mention 30 in the Expiry Time period on the 1st day of the month, the report will contain
details of certificates expiring on the 30th day of the month.

» Range - The system generates a report of certificates that expire within a range of days
as mentioned in Expiry Time Period. For example, if the range is mentioned as 30-60
on the 1st day of the month, the system generates a report of certificates expiring from
30th day to 60th day from that day.

[ Note: Exact is the default selection. ]

*Expiry | Enter the expiry time period for which notification has to be sent. Multiple values can be

Time entered, separated by commas. You can either define it as an exact number or a range or
Period a combination of both. For example, 30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.

* Input type: Range - The expiry report will be generated for the range specified. For
example, 0 - 30 days, 0 - 60 days, 0 - 90 days.

* Input type: Exact - The expiry report will be generated for certificates expiring on the
exact specified date. For example, certificates expiring on the 30th, 60th, 90th day.

*Device [ Select the device category for the report from the dropdown list.
Category

*Device [Select the device vendor for the report from the dropdown list.
Vendor

Device | Select the specific device for the report.
Name

Report Select the report fields to be displayed in the report from the dropdown list.
Fields

All Asterisk (*) marked fields are mandatory.

6. Under the Notifications section, enter or select the field information as shown.
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# Notifications

* Ernail ID i
* Report Format ® Email Content CSV Attachment

The following table describes the fields in the Notifications section:

Field Description

*Email ID | Enter the email address of the recipient in the ‘To’ field. Comma separated values can
be entered for multiple email addresses.
[ Note: The email id of the logged in user is populated automatically. ]
CC Email | Enter the email address of the recipient in the ‘CC’ field. Comma separated values can
ID be entered for multiple email addresses.
*Report Select the required checkbox to send the report as:
Format * Email Content - The report will be sent as Email content.

or

« CSV Attachment - The report will be sent as a separate attachment in CSV format.

[ Note: Email Content is the default selection.

J

All Asterisk (*) marked fields are mandatory.

7. Click Submit.
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» Get Expiry Certificates task completed.

¥

Gt Expiry Certilicates

Loggs- G Dxpiry Cortificaten

» Certificate Device list generated.

P
[
Davice Prafiles  Darvics Hasms Isstier CA Dewics Vender  Divice Calegory  Common Mame  Cemificals Categr Expinieg In
Appe 5 ADC o g et ST 0~ 30 Days
- AR %
.
Ernil Moo L
ey
Ly

» Email report received.
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Certificate Expiry Report for F5 Devices e & @

wddresssuppori@appyiows.com 214 PM te & &

A/X appviewx Notification

Request 1D: 48 | Workflow Name: Cerlificate Expiry Notification - Devices | Servers

Certificate Expiry Notification - Report

Davice Fesuer Davice Davice Expiring
Profiles cA \ander ‘Commaon Name e Serlal number Tpe Group Device Name Certifcate UUID n
4 FE o Thdd 7
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Certificate Expiry Notification

This workflow enables you to generate a report listing certificates expiring in a specific number of days
and notify the recipients via email. You can also mention email addresses of the recipients who need to
be informed additionally in CC mails.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Catalog -1
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Certificate Expiry Notification workflow and click rl

»  Cenrcate Expiry Mooficaton - Devices | Ser
& Cartreate Fapicy Honfication - Dyl

& Carrate Bapiry Wonfication - Cat Group H

= Ceriticaie Expiry Notification D
» Corificate Dupiry Notification Based on Certi gl:..

» Enroll Cemficane Based on Policy | CSR Deta

» Enroll Certificate with Certificate Group and

o Eaby Covficane Provizisning

* Orphan Certificates Report

* Certicite Eepiry Motification with Serviceld

= Cenicae Expiry Monficagon with IRA

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow is executed with the workflow inputs requested at the first stage.
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5. Under the Certificate Expiry section, enter or select the field information as shown.

A Certificate Expiry

* Expiry Time Period ®

Report Fields None Selected -

The following table describes the fields under the Certificate Expiry section:

Field Description

*Expiry Time Period Enter the expiry time period for which notification has to be sent. Multiple

values can be entered, separated by commas. You can either define it

as an exact number or a range or a combination of both. For example,

30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.

* Input type: Range - The expiry report will be generated for the range
specified. For example, 0 - 30 days, 0 - 60 days, 0 - 90 days.

* Input type: Exact - The expiry report will be generated for certificates
expiring on the exact specified date. For example, certificates expiring
on the 30th, 60th, 90th day.

Report Fields Select the fields to be displayed in the report from the dropdown list.

All Asterisk (*) marked fields are mandatory.

6. Under the Notifications section, enter or select the field information as shown.

# Notifications

* Email ID -@.
CC Email ID i;:'

* Report Format ® Email Content CSV Attachment
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The following table describes the fields under the Notifications section:

Field Description

*Email ID | Enter the email address of the recipient in the ‘To’ field. Comma-separated values can be
entered for multiple email addresses.

CC Email | Enter the email address of the additional recipients in the ‘CC’ field. Comma-separated
ID values can be entered for multiple email addresses.

*Report | Select the required checkbox to send the report as:
Format « Email Content - The report will be sent as Email content.

or

» CSV Attachment - The report will be sent as a separate attachment in CSV format.

[ Note: Email Content is the default selection. ]

All Asterisk (*) marked fields are mandatory.

7. Click Submit.
» Get Expiry Certificates task is executed.

L#]

Get Explry Certificates

o — ¥

« Email notification received with report as email content.
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Certificate Expiry Report in 31 Days *

addresssuppori@appviews.com

/X appVviewx Notification

Request 1D: 50 | Workfiow Name: Certificate Expiry Motification

Certificate Expiry Notification - Report

Pieasa do not reply 8 this is an suto generaied emal by Appiiew

= Reply * Forward
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Expiring In

31 Days

Update Certificate Attributes

This workflow allows you to update the certificate attributes in bulk.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
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3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation window, under the Alert and Notification category, hover

your mouse over the Update Certificate Attributes workflow and click rl

Certificate Expiry Motification - Days

» Cotificate Expiry Motification - Cert Group M
+  Civnificans Expiry Motification

*  Cavnificans Expiry Motification based on Cern

= Update Certfic st Aliriates 5_ o]
Ruri
% Ereoll Certificane Bused on Policy | C5& Deta

Erecd Certificate with Cenicate Group and

= Easy Cortificate Proviuoning

Cotificass Exgiry Nolification with Seracen

Ceetificane Expiry Motification with JIRA

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow is executed with the workflow inputs requested at the first stage.
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The following table describes the fields in the Certificate Filter section:
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Field Description

Select the required checkbox to fetch

« All certificates

[ Note: This is the default selection.

* Based on Criteria

Note: Selecting this option will fetch certificates based on
criteria such as certificate group and certificate category.

*Certificate Group

Select the appropriate certificate group from the dropdown list.

Note: This field is displayed only when you select the Based on
Criteria option in Certificate Filter Choice.

*Certificate Category

Select the appropriate certificate category from the dropdown list.

Note: This field is displayed only when you select the Based on
Criteria option in Certificate Filter Choice.

| I T e S

All asterisk (*) marked fields are mandatory.

5. Click Submit.

Fetch Certificates task is executed.

¥

Fegch Certificatas

Usgs « Fath Cotifiganes
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6. Select the appropriate option for downloading the file as a CSV or Excel file.

The file is downloaded to your device.

L#]

A Sarrgle [de Doemiosd

. Fila Uplaad

7. Once you have updated the certificate attributes in the downloaded file, under File Upload, click 1o
upload the modified file.
—

+ 1 A Larple file Dimrdidsd

? i

T :

I

P
L e B tomsun B cace |
8. Click Next
9. In the Confirmation pop-up window, click Ok.
45
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» Update Certificate Attributes task in progress.

Certificate Expiry Workflows

()

s

Update Cenificate Alribute

Logs - Update Cartificats Attribute

Update Certificate Attribute

» Update Certificate Status is displayed. To download this list, from the top right corner of the screen,

click &= .
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» Email notification sent successfully.
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Emall Notification

00000 -

» Email with report received.

Bulk Certificate Attribute Updated Successfully| s = a8

SUpportEapprewa com M e °r =
AJ/x appviewX Notification

Request ID: 59 | Workiflow Name: Uipdats Cortfcale Altribules

Certificate Expiry Notification with JIRA

This workflow allows you to create a JIRA incident ticket for certificates expiring in a specific number of
days.

To trigger this workflow:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 47




Certificate Expiry Workflows

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation window, under the Incident Automation category, hover

your mouse over the Certificate Expiry Notification with JIRA workflow and click rl.

Oiphasn Coetificanss Repor

= Update Certificate Aftributes

®  Certificate Expiry Notrsation with Serace

& Certificats Expiry Noarfication wieh JIRA 5 @
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[0 Tip: You can also search for the workflow by typing the workflow name in the search bar. j
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The workflow is executed with the workflow inputs requested at the first stage.
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o Rlucdism - f Tickag Frisriny

5. Under the Incident Ticket section, select the field information as shown.

# Incident Ticket

* Ticket Creation Type ®) Individual Bulk

* JIRA Account JIRA " ®
* Ticket Type ® Bug Task ®
* |IRA Project TEST )

The following table describes the fields in the Incident Ticket section:

Field Description

*Ticket Select Ticket Creation Type as:

Creation | «Individual - A separate ticket will be created for each certificate.

Type » Bulk - A single ticket will be created for all the expiring certificates as per the category.
The categories can be configured based on the ticket priority as Low, Medium and
High.
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Field Description
I Note: Individual is the default selection. \

*JIRA Select the JIRA Account as configured in the Integration Hub from the options available

Account |in the dropdown.

[ Note: JIRA is the default selection. ]

*Ticket Select the type of ticket with reference to the project:

Type » Bug - This will indicate that the ticket is for a bug in the project.
» Task - This will indicate that the ticket is for a task in the project.

[ Note: Bug is the default selection. ]

*JIRA Enter the name of the project for which ticket(s) have to be raised.

[ Note: Test is the default selection. j

All Asterisk (*) marked fields are mandatory.

Project

6. Under the Low - Set Incident ticket Priority section, enter a value (number of days) for tickets with
low priority. For example, for certificates expiring in 90 days, incident priority can be low.

7. Under the Medium - Set Incident ticket Priority section, enter a value (number of days) for tickets
with medium priority. For example, for certificates expiring in 60 days, incident priority can be medium.

8. Under the High - Set Incident ticket Priority section, enter a value (humber of days) for tickets with
high priority. For example, for certificates expiring in 30 days, incident priority can be high.

9. Under the Description Fields section, select certificate attributes from the dropdown that will be
displayed in the JIRA issue description.

Note: This is a mandatory field. Multiple certificate attributes can be displayed by selecting the
checkbox of the attribute name.

10. Click Submit.
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+ JIRA ticket creation Summary.
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Certificate Expiry Notification with ServiceNow

This workflow allows you to create a ServiceNow incident ticket for certificates expiring in a specific

number of days.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation window, under the Incident Automation category, hover

your mouse over the Certificate Expiry Notification with ServiceNow workflow and click rl

Cortificate Expiry Notfication with Seracelow 5 (o)

Certificane Expiry Motification with JIRA un

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow is executed with the workflow inputs requested at the first stage.
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5. Under the Incident Ticket section, select the field information as shown.

A Incident Ticket

* Ticket Creation Type ® Individual Bulk

* ServiceNow Account CHANGE v )

The following table describes the fields in the Incident Ticket section:

Field Description

*Ticket
Creation
Type

Select Ticket Creation Type as:

« Individual - A separate ticket will be created for each certificate.

» Bulk - A single ticket will be created for all the expiring certificates as per the
category. The categories can be configured based on the ticket priority as Low,
Medium and High.

[ Note: Individual is the default selection.

*ServiceNow
Account

Select the ServiceNow Account as configured in the Integration Hub from the
options available in the dropdown.
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Field Description

Note: Change is the default selection. \

All Asterisk (*) marked fields are mandatory.

6. Under the Low - Set Incident ticket Priority section, enter a value (number of days) for tickets with

low priority. For example, for certificates expiring in 90 days, incident priority can be low.

7. Under the Medium - Set Incident ticket Priority section, enter a value (number of days) for tickets

with medium priority. For example, for certificates expiring in 60 days, incident priority can be medium.

8. Under the High - Set Incident ticket Priority section, enter a value (humber of days) for tickets with

high priority. For example, for certificates expiring in 30 days, incident priority can be high.

9. Under the Description Details section, select multiple certificate attributes from the dropdown that will

be displayed in the ServiceNow description.

[ Note: This is a mandatory field.

J

10. Click Submit.

« Incident Creation Summary

& RequestiD 17

Sl o000 1881 oS comoch] appn BB TATODE S8

Carificale Cab Cortfcale AL Commeon Kame Sedal number Emadl Addeens Compliance 52 Type hauer CA Expiring in Incid

[+]

« Incident ticket created on ServiceNow.
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Orphan Certificates Report

This workflow enables you to generate a report on certificates that are present on a device but not
associated with any application or profile.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.
The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation window, under the Report category, hover your mouse over

the Orphan Certificates Report workflow and click rl

Cotificans Expiry Metification baed on Certi

= Orphan Certficates Report o]
R

& Lipeate Comiicate Alridates

®  Caetificans Expiry Notification with Serdced

= 0 abe Lapiry No =11

[6 Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow is executed with the workflow inputs requested at the first stage.
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5. Under the Device Information section, enter or select the field information as shown.

# Device Information

* Category Select v
* Vendor ' ' v
Name MNone Selected -
Device Certificate Fields None Selected -

The following table describes the fields in the Device Information section:

Field Description

*Category Select the device category for the report from the options available in the
dropdown.

*Vendor Select the device vendor for the report from the options available in the
dropdown.

Name Select the specific device for the report.
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Device Certificate

Certificate Expiry Workflows

Field Description

Select the report fields to be displayed in the report from the dropdown list.

All Asterisk (*) marked fields are mandatory.

6. Under the Notifications section, enter or select the field information as shown.

# Notifications

* Email ID 0]
CC Email ID ®
* Report Format ® Email Content CSV Attachment

The following table describes the fields in the Notifications section:

Field Description

*Email ID | Enter the email address of the recipient in the ‘To’ field. Comma separated values can
be entered for multiple email addresses.
[ Note: The email id of the logged in user is populated automatically. ]
CC Email | Enter the email address of the recipient in the ‘CC’ field. Comma separated values can
ID be entered for multiple email addresses.
*Report Select the required checkbox to send the report as:
Format * Email Content - The report will be sent as Email content.

or

+ CSV Attachment - The report will be sent as a separate attachment in CSV format.

[ Note: Email Content is the default selection.

J

All Asterisk (*) marked fields are mandatory.
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7. Click Submit.
» Get Orphan Certificates task executed.

o
=
-]
Gl Govton et | ]
L] o
Giet Orphas Cemificates

Lings - Gt Dephan Cortificaten

 Orphan Certificates List generated.

b CA e Marre Dwrece Proddes Dorwicn Catwpary Dorwic e Wendor Serial rrembar Common Nema

» Email naotification received with report as email content.
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Orphan Certificate Report for F5 Devices e
addresssupport@appyiews.com
AUy appviewx Notification

Request ID: 31 | Weorkflow Name: Orphan Cortificates Report
Mo malching certificales found

Plese: 30 ot reply 63 TS 5 an Sl penermied smad by ARpViea

= Reply ~* Foreard
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Chapter 6: Create Certificate Workflows

« Overview

 Enroll Certificate and Download

» Certificate Provisioning with Notification

Enroll Certificate Based on Policy | CSR Details | CSR Upload
Create LTM SSL Profile and Enroll Certificate

Enroll Certificate with Certificate Group and CSR Upload

Enroll Certificate With ServiceNow
Enroll Certificate and Push with ServiceNow

Easy Certificate Provisioning
Enroll Certificate with CAA Validation
Enroll Certificate and Push

Overview

This section lists and describes the workflows that can be used to enroll certificates and push them to
selected device(s) using the configured Certificate Authorities. Some workflows also describe Certificate

Enrollment with Incident Automation.

Enroll Certificate and Download

This workflow enables you to create and download certificates based on the certificate group.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate and Download workflow and click * .

Enrcll Cornficans Baded on Policy | CSR Deta

#  Enrpll Cermificace with Certificate Group and
w Craate LTM 341 Profie snd frroll Cermticate
o Enegll Camiicate with Serviduhiow

[ + Enroll Cerdficase and Dovwnioad ]

[0 Tip: You can also search for the workflow by typing the workflow name in the search bar. j
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The workflow execution page is displayed with the workflow inputs requested at the first stage.

| CT—

= A— .

# Cormificats Detaiy

# LA Datsd

5. Under the Certificate Details section, select the field information as shown.

# Certificate Details

* Certificate Type

* Certificate Group

® Server Client Code Signing

Default o

The following table describes the field information under the Certificate Details section:

Field Description

*Certificate Type

Select the required Certificate Type from the available options:
» Server

* Client

» Code Signing

Note: Server is the default selection.

*Certificate Group

Select the required Certificate Group from the options available in the

dropdown.
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Field Description

All asterisk (*) marked fields are mandatory.

6. Under the CA Details section, enter or select the field information as shown.

A CA Details

* Certificate Authority DigiCert .

* CA Account Select -

* Division

* Cert Type

Description "

The following table describes the field information under the CA Details section:

Field Description

*Certificate Authority Select the Certificate Authority from the available options:
* DigiCert

 Entrust

« EJBCA

* Microsoft Enterprise

» AppViewX

Note: This list will be populated based on the Certificate
Group selected in the Certificate Details section.

*CA Account Select the CA Account from the options available in the dropdown.
Note: This field is populated based on the CA selected.

*Division Select the Division from the options available in the dropdown.
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Field Description

Note: This field is displayed only when Digicert is selected as

the CA.

*Cert Type Select the Cert Type from the options available in the dropdown.

Note: This field is displayed only when DigiCert or Entrust are
selected as the CA.

Description Provide a Description of the workflow, if required.

All asterisk (*) marked fields are mandatory.

7. Under the CSR Parameters section, enter or select the field information as shown.
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# C5R Parameters

* Common Mame certenroll appviewsx.com i
Subject Alternative Name DNS -
DNS certenroll.appviews.com @
IP Address ®
Organization AppviewX Inc.

Organization Unit
Locality

State

Country

Email Address

* Validity Unit Years -
* Validity Value 1 -
* Key Type RSA w
* Bit Length 2048 -
* Hash Function SHA256 v

The following table describes the fields under the CSR Parameters section:

Field Description

*Common Name Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Subject Alternative Name | Select the SAN as either:

(SAN) * DNS
* IP Address
DNS Enter a valid DNS, if you select the DNS option in the SAN field.
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Field Description

IP Address

Enter a valid IP address, if you select the IP Address option in the
SAN field.

Organization

Enter the name of the organization.

Organization Unit

Enter the name of the organization unit with which the certificate will

be associated.

State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code of the organization.

Note: This field is displayed only when DigiCert is selected as
the Certificate Authority.

Email Address

Enter the email address.

*Validity Unit

Select the validity unit as:
* Days
» Months or

* Years

*Validity Value

Select a valid validity value.

*Key Type

Select a Key Type from the available options.

*Bit Length

Select the Bit Length from the available options. The values displayed
in the dropdown will differ depending on the Key Type selected.

*Hash Function

Select the Hash Function from the available options.

All Asterisk (*) marked fields are mandatory.

8. Under the Certificate Attributes section, select the Attribute from the available options.

9. Enter a value for the selected attribute.
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# Certificate Attributes

* Attribute Department v

* Arribute Value

El K2

' Attribute Attribute Value
No records found

Certificate Attributes ¥

10. To add this attribute to the Certificate Attributes grid, click “

11. To edit the value of a particular attribute, select the attribute in the grid and click n

12. Enter the new value for the attribute in the Value field and click - again to update the value.

13. To delete a certificate attribute, select the attribute in the grid and click l:.

A
14. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “

15. To search for a particular attribute in the grid, type the keyword(s) in the search field.
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16. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.

» When Digicert is selected as CA.

» Vendor Specific Details

* Server Type

»« When EJBCA is selected as CA.

# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

17. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email 1D @
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Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

18. Click Submit.
» Certificate created successfully.

Creave Appviewd Certificane

DO v

« Email notification received.

Certificate Created Successfully

AV BPPVIEWX Notification

Bequast I0: 104 | Werkfiow Mama: E- prtifaaly and Downicad

19. To download the certificate, at the View | Download Certificate stage, hover your mouse overE ,

and from the options displayed, click Download Certificate.
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Certificate Provisioning with Notification

This workflow allows you to create a certificate based on the certificate group and the policy associated
with it, and push to a device available in the instance. Email approval is required for certificate creation as
well as pushing it to the device. Once approved, the logged in user will receive an email informing them
about the Push to Device Status of the certificate.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.
The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Certificate Provisioning with Notification workflow and click rl

eificani Expiry HooNoaoon - Davices | S
» Certficate Expiry Motification - Days
= Certficate Dopiry Motification - Cert Group M
* Cemficane Eopiry Hotfication

+ Cemficane Enpiry Hotification barsed o Certi

Enrcll Catificate with Certificate Group and

Create LTM 554 Profile and Enroll Cernficace
»  Enrcll Cortificate with SeniceNow

& Enfedl Cinmificats and Dowiosed

*  Cemficae Provisioning with Nooficason

iy Cortficate Provioning

» Cermiicane Expiry Notficaton with Servicel

o Tip: You can also search for the workflow by typing the workflow name in the search bar.
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The workflow execution page is displayed with the workflow inputs requested at the first stage.

[ e

A Lk s,

5. Under the CA Details section, select the field information as shown.

A CA Details

* Certificate Group

* CA Account

* Certificate Authority

Default

AppViewX

AppViewx CA

The following table describes the field information under the CA Details section:

Field Description

*Certificate Group

Select the Certificate Group from the options available in the
dropdown.

*Certificate Authority
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Field Description

* Microsoft Enterprise
* AppViewX

Note: This field is populated based on the selected Certificate
Group.

CA Account Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the CAselected . ]

All asterisk (*) marked fields are mandatory.

6. Under the CSR Parameters section, enter or select the field information as shown.

# C5R Parameters

* Common Name easycert.appviewx.com

Subject Alternative Type DNS

Subject Alternative easycert.appviewx.com

Mame
The following table describes the fields under the CSR Parameters section:
Field Description

*Common Name Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Subject Alternative Type | Select the Subject Alternative Type from the available options:

* DNS
« [P Address

Subject Alternative Name

Enter a valid Subject Alternative Name.

All Asterisk (*) marked fields are mandatory.

7. Under the Device Information section, select the field information as shown.
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# Device Information

* Device Type Server -
* Vendor Linux5Server -
* Device Linux19 -
* Linux Actions Default -
* Profiles/Application None Selected oui
* KDB Password sas] b

* Push to Devices

Vendor Device Linux Actions  Profiles/Application  KDB Password

Mo records found

The following table describes the field information in the Device Information section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.

*Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected. ]

*Device Select the Device from the options available in the dropdown.

—

[ Note: The device list is populated based on the Vendor selected.

Linux Actions Select the Linux Action from the options available in the dropdown.

Note: This field is displayed only when you select Linux Server in the
Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
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Field Description

Note: The Profile/Application list is populated based on the Device

selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

8. To add the selected profile/application to the grid, click “
The Profile/Application is added to the Push to Devices grid.

# Device Information

* Device Type Server -
* Vendor LinuxServer -
* Device Linux19 -
* Linux Actions Default -
* Profi |_"':-'.ﬁ.p|_‘:!|{._?|'_:|_‘;|'| LinuxServerDefault: @Linux19 -
“ KDB Password 0

El K2

* Push to Devices

Vendor Device Linux Actio... Profiles/Application KDB Passwo...

Linux5erver  Linux19 Default LinuxServerDefault:@Li.,, ~ *vwes

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma separated values.
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* Push to Davices

Vendor
ES
Fa

Device Linux Actions Profiles/Application  Password
gs-fo-pe22sla.. £5-f5-pe225.lab.appyi.., TR
ES'ﬁ'PE?JE‘-E--- - - : P A T T e ‘.:...... 'TILL

g5-f5-pe225.lab.appviewntnet gs-f5-
pe22s.lab.appviewncnet @KAN@rrr,gs-f5-
pel2tlab.appviewsnet@NYC_test_vip_dont_delete_c
gN1_55 P Common

9. To edit the device details in the Push to Devices grid, select the row, modify the device details, and

click n

10. Select a new device and click n again to update the value.

11. To delete a profile/application, select the row to be deleted in the grid and click n

12. To maximize the Push to Devices grid, from the top right corner of the grid, click <

13. To search for a particular profile/application in the grid, type the keyword(s) in the search field.

14. Under the Email section, enter the field information as shown.

# Email

Email ID

* Certificate Push
Approver Email ID

* Certificate Approver

The following table describes the field information under the Emailsection:

Field Description

*Certificate Approver
Email ID

Enter the email address or multiple addresses, separated by comma,
of the user(s) approving the certificate creation request.

*Certificate Push

Approver Email ID

Enter the email address of the user who will approve the certificate
push request.

All Asterisk (*) marked fields are mandatory.

15. Click Submit.
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The workflow is executed.
16. At the View | Edit Certificate Details stage, click Submit.

Email notification for Create Certificate approval received.

Apprciyal for ':I'l'.'d:f‘{_i Cartificala - & o
;
AL EPPVIEWS Natification

Waguerid KD V08 | Warkfidw Mame . Coriflale wrRIrE) i P

TSR Parameiers for the Requesied Cemificme

Ut

wn ] g dnd

ity

Request 10: 106 is pending approval.

Click on tha link to aulo approve of reject

Click hera 1o view and initiate action.
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17. Click Approve or Reject in the Approval for Creating Certificate email.

Certificate is created after the approver clicks Approve.

18. To download the certificate, at the View | Download Certificate stage, hover your mouse overE ,
and from the options displayed, click Download Certificate.

e e e e e
¥

19. Hover your mouse over @ to view the Certificate status.

Vel X Intarenddiate CA

20. Click Approve or Reject in the Approval for Pushing Certificate to Device email.
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Approval for Pushing Certificate to Device, et s a I

e 2 §40 A : 7t -

AXappviewx Notification

Request 10: 106 | Workflow Mame: Cartificate Provisioning with Notification

Please apgrove the Push certificats 1o Device with the below details.

Approval for Pushing Certificate to Device

Dvice Wendor Dwvice Eelwcted Profiles
LiruaSerer Lifn 19 LirgrServerDedwall @lin 19

FRogquast 1D: 106 is pending approval

Click an i Ak 10 3050 S oF fijoct

Click hiarg 1o vies and iniale action

» Once the approver approves the request, the certificate is pushed to the selected device.

L#]

Purih £o LinuxServer

Loga - Fash to LinuxServer

650 000 0 0 0 O 0B 1

« Email notification received.
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Push to Device Status for Ao x

addresssupport@appviewx.com

Asxappviewx Notification

Request 1D: | Workflow Name: Certificate Provisioning With Notification

Push to Device Status for «

Device Profile Request ID Status

Success

Fiease do not reply as this is an aulo generated email by AppViewX.

 Reply ~* Forward

Logs

Push iz completed successiully

Enroll Certificate Based on Policy | CSR Details | CSR Upload

This workflow allows you to create a certificate using three input methods - Manual, Policy Based, and

Upload CSR.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate Based on Policy | CSR Details | CSR Upload workflow and click rl

Thaa jan 13 2002 0833

& Cortificany Expiry Notficamsn - Divices | Ser
#  Cortificate Expiry Notfcation - Dlays

= Certificabe Expiry Not#ication - Cit Group H
#  Cortficate Expiry NOUACamon

®  Certificate Expiry Notfication based on Cen

& Emeoll Comitcats Babed on Palicy | CSR Detaily I 5 (ol
* Ervod Cerficane weh Cemtificats Groupand — | fun

*  Create LT S50 Profil and Erroll Cortiicate

& Ereoll Comricate with Seradehiow

» [rrol Certficate snd Download

& Cirtificate Provaiioning with Netilostcn

*  Easy Certificate Provisioning

& Cortificats Expiry Noodication with SenviceM

[0 Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.
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5. Under the CA Details section, select the following field information:

# CA Details

* Certificate Profile ® Server Client Code Signing

* Certificate Group Default v

* Certificate Authority DigiCert v

* CA Account ) v

* Division v
Certificate Type i v

* Auto Renewal ® Off On ®

* Auto Regenerate ® Off () On @

* Input Method @ Manual Policy Based Upload CSR

The following table describes the fields in the CA Details section:
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Field Description

*Certificate | Select the Certificate Profile from the following options:
Profile » Server

* Client

» Code Signing

[ Note: Server is the default selection. ]

*Certificate | Select the Certificate Group from the options available in the dropdown.
Group

*Certificate | Select the Certificate Authority from the options available in the dropdown. The
Authority following CAs are supported:

« DigiCert

* Entrust

« EJBCA

 Microsoft Enterprise

* AppViewX

[ Note: This field is populated based on the Certificate Group selected. ]

*CA Account | Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the Certificate Authority selected. ]

*Division Select the Division from the options available in the dropdown.

[ Note: This field is displayed only when Digicert is selected as the CA. ]

Certificate Select the Certificate Type from the options available in the dropdown.
Type

*Auto Select the required radio button to enable/disable Auto Renewal.

[ Note: Default selection is set to Off. ]

Renewal
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Field Description

Renew Enter the number of days in the Renew Before (days) field. For example, if you
Before enter 5, then the renewal request will be triggered 5 days prior to the expiry date.
(Days)

[ Note: This field is displayed only when the Auto Renewal field is enabled. j

*Auto Select the required radio button to enable/disable Auto Regenerate.
Regenerate

[ Note: Default selection is set to Off. ]
Start Enter the number of days in the Start Regenerating (days) field.
Regenerating
(Days) Note: This field is displayed only when the Auto Regenerate field is

enabled.

*Input Select the required Input Method. The options available are:
Method » Manual: If you select the Input Method as Manual, the CSR parameters will have

to be entered/selected manually.

« Policy Based: If you select the Input Method as Policy Based, the CSR
parameter fields will be auto-populated based on the policy associated with the
selected Certificate Group.

» Upload CSR: If you select the Input Method as Upload CSR, you can upload the
CSR file to fetch the CSR parameters.

[ Note: Manual is the default selection. ]

All Asterisk (*) marked fields are mandatory.

« For steps to enroll a certificate based on Input Method - Manual, click here.
« For steps to enroll a certificate based on Input Method - Policy Based, click here.
« For steps to enroll a certificate based on Input Method - Upload CSR, click here.

* Manual
* Policy Based
 Upload CSR
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After you select the Input Method as Manual, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, enter the field information as shown.

Create Certificate Workflows

# C5R Parameters

* Common Name

Subject Alternative
Name

DNS
IP Address
Organization

Organization Unit

Country
Email Address
Zip Code

* Validity Unit

* Validity Value

certadvmanual.a PRVIEW, COM

DNS

certadvmanual.appviewx.com

AppViewX Inc.

Years

WL
-

LY P

™

LS
w
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* Validity Unit

* Validity Value

* Hash Function

* Key Type

* Bit Length

Challenge Password

Years "
1

SHA160 w
RSA v
Select "

The following table describes the field information in the CSR Parameters section:

Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which
certificate is requested.

Subject Alternative

Select the SAN as either:

Name * DNS

 IP Address
DNS Enter a valid DNS if you select the DNS option in the SAN field.
IP Address Enter a valid IP Address if you select IP Address in the SAN field.

Organization Unit

Enter the name of the organization unit with which the certificate will be

associated.
Locality Enter the name of the locality in which the organization is situated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.

Email Address

Enter the email address associated with the Certificate Group.

Zip Code

Enter the zip code.

*Validity Unit

Select the Validity Unit as either:
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Field Description

* Days
* Months
e Years

*Validity Value Enter a Validity Value based on the selected validity unit.

Challenge Password | Configure the Challenge Password to protect the certificate.

*Hash Function Select the Hash Function from the options available in the dropdown.
*Key Type Select the Key Type from the options available in the dropdown.
*Bit Length Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type. ]

All asterisk (*) marked fields are mandatory.

2. Under the Certificate Attributes section, select the Attribute from the available options.

3. Enter a value for the selected attribute.

# Certificate Attributes
* Artribure Department w
* Artribure Value

Certificate Attributes

Attribute Attribute Value

Mo records found

4. To add this attribute to the Certificate Attributes grid, click .
5. To edit the value of a particular attribute, select the attribute in the grid and click n
6. Enter the new value for the attribute in the Value field and click n again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click l:.
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A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.
10. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
* When Digicert is selected as CA.

» Vendor Specific Details

* Server Type Select &

» When EJBCA is selected as CA.
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# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

11. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email 1D @

Note: The Email ID field will auto-populate with the logged in user’s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

12. Click Submit.
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» AppViewX certificate created.

Create AppView) Certificate

—0—0—0—0 v

Logs - Crewts ApgWies X Cortificats

« Email notification received.

Certificate for created successfully D inbox=

addresssupport@appviewx.com

/X appViewX Notification

Request ID; | Workflow Name: Enroll Certificate Based on Pnllc.}' | CSR Details | CSR Upload

Piease do not reply as this is an auto generated emall by AppWiewX

4 Reply r* Forward

13. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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=
]
v
* ]
-]
]
L]
e
o DTN
.
14. Hover your mouse over @ to view the Certificate status.
¥
ppY c e esis fhat
B ]
AppView! Intermediste CA 4o
M n ™

advmanual ap P W Mew

Policy Based

After you select the Input Method as Policy Based, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, enter the field information as shown.

Note: Some CSR Parameters will be auto-populated based on the policy associated with the
Certificate Group.
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# C5R Parameters

* Common Mame

Subject Alternative
Name

DNS
IP Address
Organization
Organization Unit
Locality
State
Country
Email Address
Zip Code

* Validity Unit

* Validity Value

certadvpolicy. appviewx.com

DNS

certadvpolicy.appviewx.com

AppViewX Inc.

Product Engineering

San Diego

Texas

U5

Years

=
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* Validity Unit Years v
* Validity Value 1

Challenge Password

* Hash Function SHA160 v
* Key Type RSA v
* Bit Length Select v

Note: For more information on the form fields, refer to the field information described in the
Manual section.

2. Under the Certificate Attributes section, select the Attribute from the available options.
3. Enter a value for the selected attribute.

# Certificate Attributes

* Artribure .-:'i-'il-.-irlf"'?"l'. w

* Artribure Value

Certificate Attributes

Attribute Attribute Value

Mo records found

4. To add this attribute to the Certificate Attributes grid, click l-

5. To edit the value of a particular attribute, select the attribute in the grid and click n
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6. Enter the new value for the attribute in the Value field and click n again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click l:.

A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.
10. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
» When Digicert is selected as CA.

A Vendor Specific Details

* Server Type Select i

« When EJBCA is selected as CA.
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# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

11. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email 1D @

Note: The Email ID field will auto-populate with the logged in user’s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

12. Click Submit.
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Create Certificate Workflows

i - T T R B W

Liongs - Craabe Appirw Cortificate

« Email notification received.

Create Appviews Cenificaty

Certificate for created successfully B inbex =

addresssupporti@appviewx.com

/X appviewX Notification

Request ID: | Workflow Name: Enroll Certificate Based on Policy | CSR Details | CSR Upload
Plaase do not reply as this is an auto generated emad by AppWiew)

y Reply r* Forward

13. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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"o 900 0 0 v

14. Hover your mouse over $ to view the Certificate status.

Upload CSR

After you select the Input Method as Upload CSR, execute the following steps to enroll a certificate:
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1. Under the CSR Parameters section, to Upload CSR, click &

# C5R Parametears

* Upload C58 ol

IE

2. Click Fetch CSR Parameters.

Note: Some CSR parameters are fetched from the uploaded CSR file. For more information
on the remaining form fields, refer to the field information described in the Manual section.

3. Under the Certificate Attributes section, select the Attribute from the available options.
4. Enter a value for the selected attribute.

# Certificate Attributes

* Artribure Department w

* Artribure Value

Certificate Attributes

Attribute Attribute Value

Mo records found

5. To add this attribute to the Certificate Attributes grid, click .-
6. To edit the value of a particular attribute, select the attribute in the grid and click n
7. Enter the new value for the attribute in the Value field and click n again to update the value.

8. To delete a certificate attribute, select the attribute in the grid and click l:.
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A
9. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

10. To search for a particular attribute in the grid, type the keyword(s) in the search field.

11. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
* When Digicert is selected as CA.

» Vendor Specific Details

* Server Type Select &

» When EJBCA is selected as CA.
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# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

12. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email 1D @

Note: The Email ID field will auto-populate with the logged in user’s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

13. Click Submit.
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» AppViewX certificate created.

@00~

Create AppiiewX Centificace

. B

Wings - Crpaie Mpporwt Cortifice

« Email notification received.

Certificate for created successfully D ibox «

addresssupport@appviewx.com

/X apPVIeWX Notification

Request ID: | Werkflow Name: Enroll Certificate Based on Policy | CSR Details | CSR Upload

Piease do not reply as this is an auto generated email by AppWiewi.

& Reply > Forward

14. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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DO —D—O—{ ¥

®

15. Hover your mouse over to view the Certificate status.

Create LTM SSL Profile and Enroll Certificate

This workflow allows you to create individual server certificates along with LTM SSL profile creation based

on the selected certificate group.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.
The workflow Catalog page is displayed.
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Overview

Custom reports

View/Run

Scheduled jo bs

All

Open

Catalog

Certificate Lifecycle Automation .
0 o O

» (Certificate Expiry Notification based on Cert...
* (Certificate Expiry Notification - Cert Group ...
* Certificate Expiry Notification - Days

* Certificate Expiry Notification - Devices | Se...

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Create LTM SSL Profile and Enroll Certificateworkflow and click * .

cate Lifecycle Autormation (17)
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[0 Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.

= A Abet thi Warkfiow

& LA Daadly

A CLE Pararaten

5. Under the CA Details section, select the following field information:

A CA Details

* Certificate Group Default "
* Certificate Authority DigiCert v
* CA Account v
* Division Select v

Certificate Type v

* Input Method ® Manual Policy Based Upload CSR

The following table describes the fields in the CA Details section:
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Field Description

*Certificate | Select the Certificate Group from the options available in the dropdown.
Group

*Certificate | Select the Certificate Authority from the available options:
Authority | « DigiCert

 Entrust

« EJBCA

* Microsoft Enterprise

» AppViewX

Note: The Certificate Authority field is populated based on the selected
Certificate Group.

*CA Select the CA Account from the options available in the dropdown.
Account

Authority.

*Division [ Select the Division from the options available in the dropdown.

[ Note: This field is displayed only when Digicert is selected as the CA.

*Cert Type | Select the Cert Type from the options available in the dropdown.

Note: This field is displayed only when Digicert or Entrust are selected as the

Note: The CA Account field is populated based on the selected Certificate J

CA.
*Input Select the required Input Method. The options available are:
Method « Manual: If you select the Input Method as Manual, the CSR parameters will have to

be entered/selected manually.

* Policy Based: If you select the Input Method as Policy Based, the CSR parameters
fields will be auto-populated based on the policy associated with the selected
Certificate Group.

» Upload CSR: If you select the Input Method as Upload CSR, you can upload the
CSR file to fetch the CSR parameters.
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Field Description
Note: Manual is the default Input Method. \

All asterisk (*) marked fields are mandatory.

* For steps to enroll a certificate based on Input Method - Manual, click here.
« For steps to enroll a certificate based on Input Method - Policy Based, click here.

« For steps to enroll a certificate based on Input Method - Upload CSR, click here.

* Manual
« Policy Based
» Upload CSR

Manual

After you select the Input Method as Manual, execute the following steps to enroll a certificate:
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1. Under the CSR Parameters section, enter the field information as shown.

# CSR Parameters

* Common Name ltmssimanual.appviewx.com )
Subject Alternative DNS v
Mame

* DNS ltmssimanual.appviewx.com @

Organization Unit
Locality
State
Country
Email Address
Zip Code
* Validity Unit Years o

* Validity Value

* Hash Function SHAZ2SE w
* Key Type RSA o
* Bit Length 2048 v

The following table describes the field information in the CSR Parameters section:

Description

*Common Enter the Fully Qualified Domain Name (FQDN) of the server for which certificate
Name is requested.
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Field Description

Subject Select the SAN as either:
Alternative * DNS
Name « IP Address
DNS Enter a valid DNS if you select the DNS option in the SAN field.
Note: This field is displayed if DNS is selected in the The email id of the
logged in user is populated automatically. field.
IP Address Enter a valid IP Address if you select the IP Address option in the SAN field.

Note: This field is displayed if IP Address is selected in the Subject
Alternative Name field.

Organization
Unit

Enter the name of the organization unit with which the certificate will be

associated.

Locality Enter the name of the locality in which the organization is situated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.

Email Address

Enter the email address associated with the Certificate Group.

Zip Code

Enter the zip code.

*Validity Unit

Select the Validity Unit as either:
» Days

* Months

* Years

*Validity Value

Enter a Validity Value based on the selected validity unit.

*Hash Select the Hash Function from the options available in the dropdown.
Function

*Key Type Select the Key Type from the options available in the dropdown.

*Bit Length Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type.
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Description

All asterisk (*) marked fields are mandatory.

2. Under the Certificate Attributes section, select the Attribute from the available options.
3. Enter a value for the selected attribute.

 Certificate Attributes
* Artribure Department w
* Artribure Value

Certificate Attributes

O Attribute Attribute Value
Mo records found

4. To add this attribute to the Certificate Attributes grid, click “
5. To edit the value of a particular attribute, select the attribute in the grid and click n
6. Enter the new value for the attribute in the Value field and click n again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click l:.

A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click
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9. To search for a particular attribute in the grid, type the keyword(s) in the search field.
10. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
» When Digicert is selected as CA.

+ Vendor Specific Details

* Server Type Select y

» When EJBCA is selected as CA.
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# Vendor Specific Details

* End Entity Profile Name Select v
End entity user name
* |ssuer Common Name > v

* Certificate Profile Name Select v

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is

selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

11. Under the LTM SSL Profile section, select the field information as shown.

*

A LTM SSL Profile

Device Vendor F5 v
Device gs-f5-pe225.1ab.appviewx.net v
Profile Type Server v
Profile Name ltrssimanualprofile

The following table describes the field information in the LTM SSL Profile section:

Description

*Device Vendor

Select the device vendor from the options available in the dropdown.

*Device ‘ Select the device from the options available in the dropdown.
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Field Description

Note: This field is populated on the basis of the selected device vendor.

*Profile Type Select the profile type from the options available in the dropdown.

*Profile Name | Enter a meaningful profile name for the profile that is to be created.

All asterisk (*) marked fields are mandatory.

Under the Email Notification section, enter the email address(es).

. Notifications

#

m

mail 1D i

~
( Note: The User email field will auto-populate with the logged in user’s email address by
default if the email address has been configured in the SMTP settings. You can also enter
a different email address(es) in this field or enter multiple email addresses separated by
commas.
N /
Click Submit.

» AppViewX Certificate is generated successfully.

Create AppiiewX Centificate

—tee—0—0 000 v

Longn - Craate Appifiewl Cartficats

» LTM Profile on Server SSL created successfully.
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Cresie LTM Profile Server 550

14. At the Review stage of workflow execution, review the device and profile name and click Submit.

L]
|
L
|
L
|
L]
|
L
|
L
|
-]
)
I
[ Note: You can change the profile name at this stage. j
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« Profile created on the selected F5 device.

L¢]

Puth to F5 Device

Ligg - Pusnh ta P Bsvics

o

-9 9 090 9 9 0 0 0 0 0 O 0 O -

* Profile pushed to the selected F5 device.

v g O L e

5

]
v o e e
7] vanerin = P | doplcsion © Faeri ol | Pariion P
4 ons ~
R F—
smemin
Locs T —
it Lap Lo
. T
e
e
. —
[ T

« Email notification received.
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Certificate and LTM SSL profile created successfully nbox «

Asxappviewx Notification

Request ID: - | Workflow Name: Create LTM SSL Profile and Enroll Certificate

Hi

Please note that the creation of following certificate and profile are successful

= Certificate -
*+ LTM S5L Profile - tin the device

Thanks,

AppViewx.

Flease do not reply as this is an auto genarated email by App\iewi

+, Reply r* Forward

addresssupport@appviewx.com 1:49 PM (0 minutes ag

15. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.

CIIT .
[}
i - I l
? s
?
AT
:
! .
I
16. Hover your mouse over $ to view the Certificate status.
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trsslmanualappviewecan

]
Certificate it

ra

Policy Based

After you select the Input Method as Manual, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, enter the field information as shown.

Note: Some CSR Parameters will be auto-populated based on the policy associated with the

Certificate Group.
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# C5R Parameters

* Common Name
Subject Alternative Name
* DNS
Organization
Crganization Unit
Locality
State
Country
Email Address

Zip Code

Validity Unit

* Validity Value
* Hash Function
Key Type

* Bit Length

Itmasipalicy.appview.com
DNS
Itmsslpolicy.appviews.com

AppviewX Inc.

Product Engineering

San Diego

Texas

us

Years

SHAZ256

RSA

2048

s
L)

iy

Note: For more information on the form fields, refer to the field information described in the

Manual section.

2. Under the Certificate Attributes section, select the Attribute from the available options.

3. Enter a value for the selected attribute.
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# Certificate Attributes

* Attribute Department v

* Arribute Value

El K2

Certificate Attributes

' Attribute Attribute Value
No records found

4. To add this attribute to the Certificate Attributes grid, click “

5. To edit the value of a particular attribute, select the attribute in the grid and click n

6. Enter the new value for the attribute in the Value field and click - again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click l:.

A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.

10. Under the Vendor Specific Details section, select the field information from the options available in

the dropdown.
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» When Digicert is selected as CA.

» Vendor Specific Details

* Server Type

*« When EJBCA is selected as CA.

A Vendor Specific Details

* End Entity Profile Name v
End entity user name
* Issuer Common Name v

* Certificate Profile Name .

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

11. Under the LTM SSL Profile section, select the field information as shown.
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A LTM SSL Profile

* Device Vendor F5 v
* Device gs-f5-pe225.1ab.appviewx.net v
* Profile Type Server v
* Profile Name ltrssimanualprofile

The following table describes the field information in the LTM SSL Profile section:

Field Description

*Device Vendor | Select the device vendor from the options available in the dropdown.

*Device Select the device from the options available in the dropdown.

[ Note: This field is populated on the basis of the selected device vendor]

*Profile Type Select the profile type from the options available in the dropdown.

*Profile Name | Enter a meaningful profile name for the profile that is to be created.

All asterisk (*) marked fields are mandatory.

12. Under the Email Notification section, enter the email address(es).

. Notifications

* Email ID i

~
( Note: The User email field will auto-populate with the logged in user’'s email address by
default if the email address has been configured in the SMTP settings. You can also enter
a different email address(es) in this field or enter multiple email addresses separated by
commas.
J
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» AppViewX Certificate is generated successfully.

Create Certificate Workflows

— A0 0000 v

Logs - Craste Appiiewl Cortificats

EUAITATT WL AT L | ol
HIISIATI T 8 1o by

» LTM Profile on Server SSL created successfully.

Create AppViewX Certificate

— e —0—B—R 00— v

Lings - Eraate LEW Prnfibs Sorver 510

Creste LT Prodile Seraer S5L

14. At the Review stage of workflow execution, review the device and profile name and click Submit.
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m Impmenzation Irrpirmardatinn

;I

o

?

)

|

L

-]

;
[ Note: You can change the profile name at this stage. ]

« Profile created on the selected F5 device.

00— -

Puah 1o B3 Device

G0 0 0 00 0 0 0 0 0

« Profile pushed to the selected F5 device.
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« Email notification received.

Certificate and LTM SSL profile created successfully inbox = & B
addresssupport@appviewx.com 149 PM (O minutes age) 3 & 3

tome -

Asxappviewx Notification

Request ID: | Workflow Name: Creata LTM SSL Profile and Enroll Certificate

Hi,

Please note that the creation of following certificale and profile are successhul

» Coertificate - SR il
+ LTM SSL Profile -/ ol tin the davice B

Thanks,

App\iawX.

Flease do not reply as this is an auto genarated email by App\iewi

= Reply * Forward

15. To download the certificate, at the View and Download Certificate stage, hover your mouse overE
and from the options displayed, click Download Certificate.
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16. Hover your mouse over @ to view the Certificate status.
&
H Certifl i
| ]
Apg I Tredial -
| .

Upload CSR

After you select the Input Method as Upload CSR, execute the following steps to enroll a certificate:
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1. Under the CSR Parameters section, to Upload CSR, click &

# C5R Parametears

* Upload C5R o

IE

+e=eBEGIM CERTIFICATE REQUEST---

2. Click Fetch CSR Parameters.

Note: Some CSR parameters are fetched from the uploaded CSR file. For more information
on the remaining form fields, refer to the field information described in the Manual section.

3. Under the Certificate Attributes section, select the Attribute from the available options.
4. Enter a value for the selected attribute.

 Certificate Attributes
* Artribure Department w

* Atribute Value

Certificate Attributes

Attribute Attribute Value

Mo records found

5. To add this attribute to the Certificate Attributes grid, click “
6. To edit the value of a particular attribute, select the attribute in the grid and click n
7. Enter the new value for the attribute in the Value field and click n again to update the value.

8. To delete a certificate attribute, select the attribute in the grid and click l:.

A
9. To maximize the Certificate Attributes grid, from the top right corner of the grid, click
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10. To search for a particular attribute in the grid, type the keyword(s) in the search field.

11. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
» When Digicert is selected as CA.

+ Vendor Specific Details

* Server Type Select y

» When EJBCA is selected as CA.
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# Vendor Specific Details

* End Entity Profile Name Select v
End entity user name
* |ssuer Common Name > v

* Certificate Profile Name Select v

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

12. Under the LTM SSL Profile section, select the field information as shown.

A LTM SSL Profile

* Device Vendor F5 v
* Device gs-f5-pe225.1ab.appviewx.net v
* Profile Type Server v
* Profile Name [tmssimanualprofile

The following table describes the field information in the LTM SSL Profile section:

Description

*Device Vendor | Select the device vendor from the options available in the dropdown.

*Device ‘ Select the device from the options available in the dropdown.
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Field Description

Note: This field is populated on the basis of the selected device vendor.

*Profile Type Select the profile type from the options available in the dropdown.

*Profile Name | Enter a meaningful profile name for the profile that is to be created.

All asterisk (*) marked fields are mandatory.

Under the Email Notification section, enter the email address(es).

. Notifications

#

m

mail 1D

-

Note: The User email field will auto-populate with the logged in user’s email address by
default if the email address has been configured in the SMTP settings. You can also enter
a different email address(es) in this field or enter multiple email addresses separated by

commas.

N

14. Click Submit.

» AppViewX Certificate generated.

Create AppViewX ertificate

00000+

Logh - Crasts gt Cartifuiste

« LTM Profile on Server SSL created successfully.
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Create LT Profile Server 551

— B0 O~

Logn - Crests LTH Profils Sereer 30

15. At the Review stage of workflow execution, review the device and profile name and click Submit.

mpbementation rplemaralinn

OO OO0 v

[ Note: You can change the profile name at this stage. ]
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« Profile created on the selected F5 device.

Puril te PS5 Devies

= 0 @ 000000000 OO0 O

o e
e ek Hriel Searih Fmate
[ wane = P + dgpicaton o Fasnt Pl Paiton | Pah
o
AT =
Lo VW Drchawmier e
L
s Tt Samar
e L.
Lr—
T
P
T
(== ) Fage tard Lt
=

« Email notification received.
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Certificate and LTM SSL profile created successfully nbox «

addresssupport@appviewx.com

/X appviewx Noetification
Requeast ID: - | Workflow Name: Creata LTM SSL Profile and Enroll Certificate

Hi

Please note that the creation of following certificate and profile are successful

= Certificate -
*+ LTM S5L Profile - tin the device

Thanks,

AppViewx.

Flease do not reply as this is an auto genarated email by App\iewi

+, Reply r* Forward

16. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.

o .
]
|

? |
!
?
!

R e i Dot |
!
!
]
)
I

17. Hover your mouse over ﬁl to view the Certificate status.
133
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Cartificats

.}

Enroll Certificate with Certificate Group and CSR Upload

This workflow allows you to create a certificate with minimal input. The Certificate Authority (CA) must be

associated with the respective policy and Certificate group. In case there are multiple CAs associated with

a policy, the first available CA will be considered for certificate creation.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Cagalog

Cartificats Lifucysis Automation

F3 BIS-IF Syatem

AnsLe

Eurad 1PAL

Secericy Ratomation

S EE-IP LTI

FH B 1P Rageits

A GELE

CHIOE Syret

Hybrd Bulti Oowd Orchintation

o1 500 Ao o8 i (LS ol

P RGP ST

Peameag ieasadnid ivplaain

1rdablan 1PN

GITOp

Dafeali

P A1
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate with Certificate Group and CSR Upload workflow and click *l.

ifiate Expiry Mooficamion « Dedces | Ser

o Cartificate Expiry Notfication - Dyt
*  Cirtificats Expiry Neericamon - Cwe Group H
® Certificate Espiry Nosfication

» Cortificate Dxpiry Nossicstion Bused on Gt

s Ereoll Cemiicate Broed on Policy | CSR Dea

[" Erwoll Cemficane with Cortificate Growp Jr-d{] L3 G 1

= Create LT S50 Profile and Brvoll Certfiete | pun
& Ereoll Compicate with Seradehiow

= Erroll Certficate and Download

= Cortificate Proviiioning with Motrication

+  Easy Cenificate Prosisioning

o« Cortificate Enpiry Mot aton with Sarviced

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow execution page is displayed with the workflow inputs requested at the first stage.

[ seoport e ] A Kcut chin Workfom o
B Thet s st o 18 (PSS § DT S it Pumaml ingas.
[®]
. [ mrp—
That it bty A0 AT ot MR LId il D betgatcTioy iy a0l oty rinas I

i L vierwgts 4] St s 4 e cami X e o  eake il v s

# LK Dutads

+ Gt Frofie ® CodelSgring [ Chant | Serar

* Gt ey Dogiten £

i &
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5. Under the CSR Details section, select the following information:

# C5R Details

* Certificate Profile Code Signing Client ® Server
* Certificate Group Default v
* L3R X

BEGIN CERTIFICATE REQUEST -

The following table describes the fields in the CSR Details section:

Field Description

*Certificate Profile Select the Certificate Profile from the following options:
» Code Signing

» Server

* Client

Note: Server is the default selection.

*Certificate Group Select the Certificate Group from the options available in the

dropdown.

*
CSR Click & to upload the CSR file.

All asterisk(*) marked fields are mandatory.

6. Click Submit.
AppViewX Certificate is generated successfully.
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Create AppWiews Certificats

—0—0—0—0—0— ¥

7. To download the certificate, at the View | Download Certificate stage, hover your mouse overE ,

and from the options displayed, click Download Certificate.

"-00 0 00 0 0~

8. Hover your mouse over $ to view the Certificate status.
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= (P

Enroll Certificate With ServiceNow

This workflow allows you to create a certificate corresponding to the ticket raised on ServiceNow (RITM).

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Catalog

Cartifcace Literpcle Audomartion S EG-IP LT

FH B 1P Rageits

M GELE

ERICHE Syre
F5 BiE-iF Symem

Hybrd Bulti Olowd Orchntation
AnsLe

Pt 500 Ao oA i (LS ol
Hsprat 1Pk

Secericy Aatomation

PGP GTM

Peaming Ioasanid ivnplasnn - B3 e A1

irdoblaa 1FaR

GITOp

Dufault

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.
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4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate with ServiceNow workflow and click o |

rifigane Expiry Hanneanon - Daviced | Ser
= Certfaie Expiry Motification - Days
= Certificate Expiry Mobificaton - Cert Group M
& Camicane Expiry Hooficaton

= Cemcate Expiry Hotfication based on (et

« [Enrcll Cornificate Baded on Polcy | C5E Deta
*  Ensell Cemificacs wath Certificats Group and

= Cresbe LTM 551 Profile and Enroll Certtficate

o Errell Cotificate with Sdrvicebow L o]
*  Ennodl Cernficace and Dovwnloed ;?-\.
» Cerricate Prosisioning with Mosfcation
o Eafy Cortficane Proninioniog
= Certfcate Bapiry Motification with SenviceM
0 Tip: You can also search for the workflow by typing the workflow name in the search bar.
The workflow execution page is displayed with the workflow inputs requested at the first stage.
- # Mcan chis Workflom o
I'_; ::.;;.4'.-..n....,M.|..-.-..:.-..:.-u.-.-.--..-..-.m:-q_:-:-..|.-..-c-..-u-n-..-r.,-..-w-..
1 daplak tha Corfiaatn Proplin poet Geoup
# Cartificate Cutadn
Car re Type B Garew . Iy
O o -3 g »
o LA Cusailn
' i B P -
CA e

5. Under the Certificate Details section, select the following field information as shown.
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v Certificate Details

* Certificate Type ®) Server Client Code Signing

* Certificate Group Default v

The following table describes the field information under the Certificate Details section:

Field Description

*Certificate Profile Select the required Certificate Profile from the available options:
» Server

* Client

» Code Signing

Note: Server is the default selection.

*Certificate Group Select the required Certificate Group from the options available in

the dropdown.

All asterisk (*) marked fields are mandatory.

6. Under the CA Details section, enter or select the following field information:

A CA Details

* Certificate Authority DigiCert w
* CA Account Select -
* Division
* Cert Type
Description »

The following table describes the field information under the CA Details section:
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Field Description

Select the Certificate Authority from the available options:
« DigiCert

* Entrust

* EJBCA

» Microsoft Enterprise

* AppViewX

*CA Account

Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the CA selected.

*Division

Select the Division from the options available in the dropdown.

Note: This field is displayed only when Digicert is selected as
the CA.

*Cert Type

Select the Cert Type from the options available in the dropdown.

Note: This field is displayed only when Digicert or Entrust are
selected as the CA.

Description

Provide a Description for the workflow, if required.

All asterisk (*) marked fields are mandatory.

7. Under the CSR Parameters section, enter or select the following field information:
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. CS5R Parameters
* Common Name certwithsnow.appviewx.com @
Subject Alternative DNS -
Name
DNS certwithsnow.appviewx.com @
IP Address 0]
Organization AppViewX Inc.
Organization Unit Product Engineering
Locality
State Texas
Country us
Email Address
* Validity Unit Years v
* Validity Value 1 v
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* Validity Unit

* Validity Value
* Key Type

* Bit Length

* Hash Function

* Download Format

Years w
1 v
RSA v
2048 v
SHAZ256 v
PEM (*.crt) v

The following table describes the fields under the CSR Parameters section:

Field Description

*Common Name

Enter the Fully qualified domain name (FQDN) of the server for which
the certificate is requested.

*Subject Alternative

Select the SAN as either:

Name (SAN) * DNS
* IP Address
DNS Enter a valid DNS if you select the DNS option in the SAN field.
IP Address Enter a valid IP Address if you select the IP Address option in the SAN

field.

*Qrganization

Enter the name of the organization .

Organization Unit

Enter the name of the organization unit with which the certificate will be
associated.

Organization Address

Enter the address of the organization.

State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code of the organization.
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Field Description

Note: This field is displayed only when DigiCert is selected as

the CA.

Email Address Enter the email address
Locality Enter the name of the locality in which the organization is situated.
*Validity Unit Select the validity unit as:

* Days

* Months or

* Years
*Validity Value Select a valid validity value.
*Key Type Select a Key Type from the available options - RSA, DSA, EC.
*Bit Length Select the Bit Length from the available options. The values displayed

in the dropdown will differ depending on the Key Type selected.

*Hash Function Select the Hash Function from the available options.
*Download Format Select the format for downloading the certificate from the available
options.

All Asterisk (*) marked fields are mandatory.

8. Under the Certificate Attributes section, select the Attribute from the available options.
9. Enter a value for the selected attribute.

 Certificate Attributes
* Artribute Department -
* Artribure Value

Certificate Attributes

Attribute Attribute Value
Mo records found
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10. To add this attribute to the Certificate Attributes grid, click .
11. To edit the value of a particular attribute, select the attribute in the grid and click n
12. Enter the new value for the attribute in the Value field and click n again to update the value.

13. To delete a certificate attribute, select the attribute in the grid and click l:.

A
14. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

15. To search for a particular attribute in the grid, type the keyword(s) in the search field.

16. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
* When Digicert is selected as CA.

» Vendor Specific Details

* Server Type Select s

»« When EJBCA is selected as CA.
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# Vendor Specific Details

* End Entity Profile Name y
End entity user name
* Issuer Common Name v

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

17. Under the ServiceNow Details section, enter the RITM ticket Number (mandatory).

18. Under the ServiceNow Details section, select the ServiceNow Account (mandatory).

19.

 ServiceNow Details

* RITM Ticket Number RITMOO10009

* ServiceNow Account CHANGE v

Under the Notifications section, enter the email address to which the certificate details have to be
sent.

. Notifications

m

mail 1D @

20. Click Submit.
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» AppViewX Certificate is created successfully.

Create App¥iewX Certificate

Logs - Creats ApgViesE Cortificats

D . T S B

* RITM ticket status updated.

Upgdate RITA Thtlhort SLatus

Liogs - Wipdate RITM Tioket Satus

P00 0 000000

» Certificate updated in the ServiceNow ticket.
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Variables
« Email notification received.
¥ #MATONSEE COM 316 PM (B minytes ag w L o]

Ak appviewx Notification

Request ID: 1716 | Werkflow Name: Enroll Cerificate with SendicebMow
Hi i
Wi carificate (5 ready o be downloaded. Please download it frem Bhe View and Download task stage of Me WorkTiow

Piease da nol reply & NS i an aulo gerernled emall by Appihewi

& Roply r+ Forward

21. To download the certificate, at the View | Download Certificate stage, hover your mouse overE ,

and from the options displayed, click Download Certificate.
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500000000 00 (¥

@

22. Hover your mouse over to view the Certificate status.

Enroll Certificate and Push with ServiceNow

This workflow allows you to create a certificate corresponding to the ticket raised on ServiceNow (RITM)

and push it to the selected device.

To trigger this workflow:
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1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate and Push with ServiceNow workflow and click * .

Certificate Lifecycle Automation (17)

Aearion « Desdcis | Se

o Citificate Enpiry Netroamion - Cat Group H
» Castificate Expiry Notiication

» Cistificate Dapiry Mot stion based on Gt

+ Eseol Cenifcate Based on Policy | TSR Deta
+  Erwod Cenicate with Certificate Group and

& Cradte LT S50 Profie and Brroll Cartidicate

s Erwol Certricate ancd Puth with Sendacelion [ LI o]

»  Erwod Certiicate wich Serakehiow i
o Frwol Cortricate sod Download

+ Cevnficate Provisioning with Motifcation
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[o Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.

A et This Witk ey

& Cartificats Datadh

A CA Detaih

5. Under the Certificate Details section, select the following field information as shown.

A Certificate Details

* Certificate Type ® Server Client Code Signing

* Certificate Group Default

The following table describes the field information under the Certificate Details section:

Field Description

*Certificate Profile Select the required Certificate Profile from the available options:
» Server

* Client
» Code Signing

Note: Server is the default selection.
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Field Description

*Certificate Group Select the required Certificate Group from the options available in

the dropdown.

All asterisk (*) marked fields are mandatory.

6. Under the CA Details section, enter or select the following field information:

A CA Details

* Certificate Authority DigiCert -
* CA Account Select -
* Division -
* Cert Type

Description

The following table describes the field information under the CA Details section:

Field Description

*Certificate Authority Select the Certificate Authority from the available options:
« DigiCert
* Entrust
* EJBCA
» Microsoft Enterprise
* AppViewX
*CA Account Select the CA Account from the options available in the dropdown.
[ Note: This field is populated based on the CA selected. ]
*Division Select the Division from the options available in the dropdown.
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Field Description

Note: This field is displayed only when Digicert is selected as

the CA.

*Cert Type Select the Cert Type from the options available in the dropdown.

Note: This field is displayed only when Digicert or Entrust are
selected as the CA.

Description Provide a Description for the workflow, if required.

All asterisk (*) marked fields are mandatory.

7. Under the CSR Parameters section, enter or select the following field information:

# CSR Parameters

* Common Name certcreateandpushsnow.appviewx.com @
Subject Alternative Name DNS -
DNS certcreateandpushsnow.appviewx.xom (i)
IP Address ®
Organization AppViewX Inc,
Organization Unit Product Engineering
Locality
State Texas
Country us
Email Address

* Validity Unit Years e

* Validity Value 1 v
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* Validity Unit

* Validity Value

* Key Type

* Bit Length

* Hash Function

o

Download Format

Years -
Select "
Select w
PEM (*.crt) s

The following table describes the fields under the CSR Parameters section:

Field Description

*Common Name

Enter the Fully qualified domain name (FQDN) of the server for which
the certificate is requested.

Subject Alternative Name

Select the SAN as either:

(SAN) * DNS
* IP Address
DNS Enter a valid DNS if you select the DNS option in the SAN field.
IP Address Enter a valid IP Address if you select the IP Address option in the SAN

field.

*Qrganization

Enter the name of the organization.

Organization Unit

Enter the name of the organization unit with which the certificate will be
associated.

Organization Address

Enter the address of the organization.

State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code of the organization.
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Field Description

Note: This field is displayed only when DigiCert is selected as

the CA.

Email Address Enter the email address
Locality Enter the name of the locality in which the organization is situated.
*Validity Unit Select the validity unit as:

* Days

* Months or

* Years
*Validity Value Select a valid validity value.
*Key Type Select a Key Type from the available options - RSA, DSA, EC.
*Bit Length Select the Bit Length from the available options. The values displayed

in the dropdown will differ depending on the Key Type selected.

*Hash Function Select the Hash Function from the available options.
*Download Format Select the format for downloading the certificate from the available
options.

All Asterisk (*) marked fields are mandatory.

8. Under the Certificate Attributes section, select the Attribute from the available options.
9. Enter a value for the selected attribute.

 Certificate Attributes
* Artribute Department -
* Artribure Value

Certificate Attributes

Attribute Attribute Value
Mo records found
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10. To add this attribute to the Certificate Attributes grid, click .
11. To edit the value of a particular attribute, select the attribute in the grid and click n
12. Enter the new value for the attribute in the Value field and click n again to update the value.

13. To delete a certificate attribute, select the attribute in the grid and click l:.

A
14. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

15. To search for a particular attribute in the grid, type the keyword(s) in the search field.
16. Under the Device Details section, select the field information as shown.
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# Device Details

* Device Type ADC T
* Vendor F5 =
* Device gs-fS-pa22s. lab.appviewscnet e
* profiles/Application gefS.

peld5. labappvisws necBabenanth_profile_server i,

* Push to Devices

Vendor Device Linux Actio...  Profiles/Application Password

F3 g5-f5-pe225.l... E5-fSpe25 lab appviewiLng.,,  FEEEH

The following table describes the field information in the Device Details section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.

*Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected.]

*Device Select the Device from the options available in the dropdown.

[ Note: The device list is populated based on the Vendor selected. ]
*Profile/ Select the Profile/Application from the options available in the dropdown.
Application

Note: The Profile/Application list is populated based on the Device
selected.

*Push to Devices |Add the selected profile/application to the grid as described below the table.

All asterisk (*) marked fields are mandatory.

17. To add the selected profile/application to the grid, click .
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The Profile/Application is added to the Push to Devices grid.

# Device Details

* Device Type ADC w
* Vendor F5 -
* Device gs-f5-ped25.lab.appviewsunet v
* Profiles/Application g5f5- E
peld5lab.apprisw nec@V1I_Oient_ssk@Commoan
- Update
* Push to Devices &
| Wendor Device Linux Actions Profiles/Application Password
FS gs-f5-pe228.la.. gs-f5-pe225.lab.appvi.. ~ TEEEE
F5 £5-f5-pe225.la. gs-15-pe225.lab.appvi., | FEAER

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma separated values.

* Push to Devices

Vendor Device Linux Actions Profiles/application  Password
0 s gs-f5-pe22sila... £5-f5-pe225.lab.appyi.., AR
ES gs-fo-pe22sla.. B | T — YT

g3-f5-pe2lslab.appviews.netgs-15-
pe225.lab.appviewsnet: @KAN@rrr.gs-f5-
pe22s lab.appviewx.net @NYC_test_vip_dont_delete ¢

ent_ssl=@Common

18. To edit the device details in the Push to Devices grid, select the row, modify the device details, and
click n

19. Select a new device and click n again to update the value.

20. To delete a profile/application, select the row to be deleted in the grid and click n

21. To maximize the Push to Devices grid, from the top right corner of the grid, click <
22. To search for a particular profile/application in the grid, type the keyword(s) in the search field.
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23. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.

» When Digicert is selected as CA.

» Vendor Specific Details

* Server Type

»« When EJBCA is selected as CA.

# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

24. Under the ServiceNow Details section, enter the RITM ticket Number (mandatory).

25. Under the ServiceNow Details section, select the ServiceNow Account (mandatory).

# ServiceNow Details

* RITM Ticket Number RITMOO10233

* ServiceNow Account CHAMGE w

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 159




Create Certificate Workflows

26. Under the Notifications section, enter the email address to which the certificate details have to be

sent.

. Notifications

* Email 1D i

27. Click Submit.

» AppViewX Certificate is created successfully.

Creste Appiiaws (ertificace

Lags - Crawin App¥armd Can Famtn

b @ -0 0 9 @ B 9V 0 S S D D O D _. ¥

« Certificate is pushed to the selected device.
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Pl R

* RITM ticket status updated.

' Updane BITRY Taghet Save

h—0—0 00 00000000000
.\

« Certificate updated in the ServiceNow ticket.
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SETVICETIW v unsgronars

Amaschments

Do By | s Bl cPusrarss

» Email notification received.

Push to Device Status for inbex x &

&

(Dopp com TAAPM (T misute agel Tr 6

0

Mappviewx Notification

Request ID: 97 | Workflow Name: Enroll Certificale and Push with Sendcehow

Push to Device Status for

]

Device Profile Request ID Status Logs

. 29 Sucoess Push iz completed successfily

Ploase do not reply &k Sl il an sulo gererated smal by AppView)

5 Reply * Forward

28. To download the certificate, at the View | Download Certificate stage, hover your mouse over H ,
and from the options displayed, click Download Certificate.
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e e e e e e e e e e e e e e e N

@

29. Hover your mouse over to view the Certificate status.

-9 DDV DD 0 B DD O O O @ v

Easy Certificate Provisioning

This workflow allows you to create an AppViewX certificate and push to a device available in the instance.
Once the certificate is created, an email is sent to the logged in user informing them about the Push to

Device Status of the certificate.

To trigger this workflow:
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1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Cariifate Literptis Butomaiion S EE-IFLTM

FS B R
¥ Gen MM, il £ :
= Cart Lagury o stian, - Carl Gt
 Cn [ a—— = G5
= Cariticus Lapiny Notifeioe - D e

CMDE 5
FS BIG-IF Tyiem -

it Tl Drchinzation

M1 5L pini

it 00 dea A i | LS4 Pkl
Esri] IPAL

& gerDi 0 far o
Chiisd Curhalration

+ qenRme b s bansd

& gariihiine_rmall ik _and bind
Secancy datmtien u qarfiae wal puth aedl Bl

5 BIEP GTU
Peameag drasdiid Civrplinin - £ e A1
indosblan PR

3
GiTOm@

[L

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation window, under the Enrollment category, hover your mouse

over the Easy Certificate Provisioning workflow and click |
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[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.

O i Abacn s W o

# L58 Paw prrertan

A Drwicw Dtasly

5. Under the CSR Parameters section, enter the Common Name.

[ Note: This is a mandatory field. ]

6. Under the CSR Parameters section, enter the Subject Alternative Name.

# C5R Parameters

* Common Name easycertprovwf.appviewx.com (i
Subject Alternative easycertprovwf.appviewx.com 0,
Mame

7. Under the Device Details section, select the field information as shown.
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# Device Details
* Device Type Server -
* Vendor LinuxServer -
* Device Linux19 -
“ Linux Actions Default v
* ProfilesfApplication LinuxServerDefaule@Linux 9 -
* KDB Password L | @
E K32
* Push to Devices s
Vendor Device Linux Actions  Profiles/Application  KDB Password
Mo records found

The following table describes the fields in the Device Details section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.

*Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected. j

*Device Select the Device from the options available in the dropdown.

[ Note: The device list is populated based on the Vendor selected. ]

Linux Actions Select the Linux Action from the options available in the dropdown.

Note: This field is displayed only when you select Linux Server in the
Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
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Field Description

Note: The Profile/Application list is populated based on the Device

selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

8. To add the selected profile/application to the Push to Devices grid, click “
The profile/application is added to the Push to Devices grid.

# Device Details

* Device Type Server -
* Vendor LinuxServer v
* Davice Linux19 -
* Linux Actions Default -
* ProfilesfApplication LimuxServerDefault@Linux1d -
* KDE Password it

* Push to Devices

Vendor Device Linux Actio... Profiles/Application KDB Passwo...

LinuxServar Linux19 Defaule LinuxServerDefault:@Li.,  *v+es

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma-separated values.
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Create Certificate Workflows

. To modify the details of the device to which the certificate is to be pushed, select the device in the grid

and click n

Select a new device and click n again to update the value.

To delete a profile/application, select the row to be deleted in the grid and click l:.

A
To maximize the Push to Devices grid, from the top right corner of the grid, click
To search for a particular profile/application in the grid, type the keyword(s) in the search field.
Click Submit.

 The workflow is executed and an AppViewX certificate is created.

Ereate Certificate

T T W

» Certificate pushed to selected Linux Server.

Push to LiniServer

00000

* Push to Device Status Summary displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 168



Create Certificate Workflows

&

[ Frafil Baqunt 1D Satun Lags

o0 0 8 0 0 0 9 0 0 0 0 -

~
Note: To download the Push to Device Status Summary, from the top right corner of the
screen, click A
J
» Email notification received.
Easy Certificate Provisioning - Push certificate to device summary D inbox « & &

addresssupportifappviewx.com 1210 PM (48 minutes ag T

/\/X appViewX Netification

Request ID: 45 | Workflow Name: Easy Centificate Provisioning

Certificate - Push to Device Status
Device Profile Request ID Status Logs
47 Tirre Qut Request action is time out please check the reguest for more details

Piease do not reply &s this (s an auto generated emaill by AppWview).

& Reply = Ferward

15. To download the certificate, at the View | Download Certificate stage, hover your mouse overH ,

and from the options displayed, click Download Certificate.
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L — B — O — O — O —B— ¥

16. Hover your mouse over @ to view the Certificate status.

Enroll Certificate with CAA Validation

This workflow allows you to create a certificate by validating the Certificate Authority that can issue the

certificate based on the given domain name.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
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o

Cartifcace Literypcle RAudomartion
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3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate with CAA Validation workflow and click * .

Certificate Lifecycle Automation (24)

Update Cenificate Artributes

Certificate Provigioning with Notification

Creare LTM S5L Profile and Enroll Cemificate

Enroll Certificate Based on Policy | CSR Deta...

Easy Certificate Provision ng
Enroll Certificate with CAA Validation

Ensoll Certificate and Downdoad

Endoll Certificate with Cenificate Groug and ...

Eneoll Certificate and Push

Certificate Expiry Notification with JIRA
Certificate Expiry Notification with ServiceM.
Ensoll Certificate and Push with ServiceNow

Ensoll Certificati with ServiceNow

r O

Run

0 Tip: You can also search for the workflow by typing the workflow name in the search bar.

The workflow execution page is displayed with the workflow inputs requested at the first stage.
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L 4
A Aboat this Workflow

)

— )

A Certificats Dutails

# CA Dutails

5. Under the Certificate Details section, select the field information as shown.

# Certificate Details

* Certificate Category ® Server Client Code Signing

* Certificate Group Default

The following table describes the field information under the Certificate Details section:

Field Description
*Certificate Select the required Certificate Profile from the available options:
Category » Server
* Client

» Code Signing

[ Note: Server is the default selection.

*Certificate Group | Select the required Certificate Group from the options available in the

dropdown.
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Field Description

All asterisk (*) marked fields are mandatory.

6. Under the CA Details section, enter or select the field information as shown.

A CA Details

* Certificate Authority DigiCert -
* CA Account Select
* Division

* Cert Type

Description

The following table describes the field information under the CA Details section:

Field Description

*Certificate Select the Certificate Authority from the available options:
Authority + DigiCert

 Entrust

« EJBCA

* Microsoft Enterprise
» AppViewX

Note: This list will be populated based on the Certificate Group selected
in the Certificate Details section.

*CA Account | Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the CA selected. ]

*Division Select the Division from the options available in the dropdown.
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Field Description

Note: This field is displayed only when Digicert is selected as the CA.

*Cert Type Select the Cert Type from the options available in the dropdown.

Note: This field is displayed only when Digicert or Entrust are selected as
the CA.

Description Provide a Description of the workflow, if required.

All asterisk (*) marked fields are mandatory.

7. Under the CSR Parameters section, enter or select the field information as shown.
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DNS
P Address

Organization

Locality
State
Country
Email Address
* Validity Unit
* Validity Value
* Key Type
* Bit Length

* Hash Function

# C5R Parameters

* Common Mame

Organization Unit

Subject Alternative Name DNS -

(e}

Years w
1 v
RSA v
2048 v
SHAZ56 -

The following table describes the fields under the CSR Parameters section:

Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which the
certificate is requested.

Subject
Alternative Name
(SAN)

Select the SAN as either:
« DNS
- [P Address

DNS

Enter a valid DNS if you select the DNS option in the SAN field.
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Field Description

IP Address Enter a valid IP Address if you select the IP Address option in the SAN field.

Organization Enter the name of the organization.

Organization Unit | Enter the name of the organization unit with which the certificate will be

associated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code of the organization.

Note: This field is displayed only when DigiCert is selected as the
Certificate Authority.

Email Address Enter the email address.
*Validity Unit Select the validity unit as:
* Days
* Months
* Years
*Validity Value Select a valid validity value.
*Key Type Select a Key Type from the available options.
*Bit Length Select the Bit Length from the available options. The values displayed in the

dropdown will differ depending on the Key Type selected.

*Hash Function Select the Hash Function from the available options.

All Asterisk (*) marked fields are mandatory.

8. Under the Certificate Attributes section, select the Attribute from the available options.

9. Enter a value for the selected attribute.
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# Certificate Attributes

* Attribute Department v

* Arribute Value

El K2

' Attribute Attribute Value
No records found

Certificate Attributes ¥

10. To add this attribute to the Certificate Attributes grid, click “

11. To edit the value of a particular attribute, select the attribute in the grid and click n

12. Enter the new value for the attribute in the Value field and click - again to update the value.

13. To delete a certificate attribute, select the attribute in the grid and click l:.

A
14. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “

15. To search for a particular attribute in the grid, type the keyword(s) in the search field.

16. Under the Vendor Specific Details section, select the field information from the options available in

the dropdown.
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» When Digicert is selected as CA.

» Vendor Specific Details

* Server Type

*« When EJBCA is selected as CA.

# Vendor Specific Details

* End Entity Profile Name

End entity user name

* lssuer Common Name v
* Ejbca Certificate Profile ”
Mame

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

17. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

m

mail 1D @
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Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different
email address in this field or enter multiple email addresses separated by commas.

18. Click Submit.
» CAA Validation successful.

Walkdate TR

v

« Certificate created successfully.

Croate AppiiewX Certificate

QDB ¥

« Email notification received.
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Certificate Created Successfully

addresssupportappviews.com

A/X appviewX Notification

Request ID: | Warkflow Marme: Encoll Certificate with CAA Validaton
Your certcate s ready %o be downioadod. Pleass downiosd i from thes View and Downlosd tsk siage of tha Wo
——
App X
. oy 03 TS 1 AN S0 geneny il By g £

19. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.

ApgViowx CA

20. Hover your mouse over @ to view the Certificate status.
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AppiiawX CA

AppVinw Intermediate CA

Enroll Certificate and Push

This workflow allows you to create a certificate and push it to the selected device.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Catalog
Cartifcace Literpcle Audomartion S EE-IF LT
FS Wi tF Rty
M GELE
ERICHE Syre
F5 BiE-iF Symem
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Pl A1

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.
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4. In the Certificate Lifecycle Automation catalog, under the Enroliment category, hover your mouse

over the Enroll Certificate and Push workflow and click o |

Certificate Lifecycle Automation (24)

Certificate Provisicning with Notification

Create LTM 551 Profile and Enroll Certificate

Enrcll Certificate Based on Policy | C5R Deta,

Easy Certificate Provisioning

Enroll Cortificate with CAA Validation

Enroll Certificate and Download

Enrell Cortificate with Certificate Group and

Enredl Certificate and Push

2o

Certificate Expiry Notification with JIRA

Certificate Expiry Motfication with ServiceN...

Enroll Certificaté and Push with ServiceMow

Enroll Certificate with ServiceMow

.

Regenerate Certficate - With New CSR

0 Tip: You can also search for the workflow by typing the workflow name in the search bar.

The workflow execution page is displayed with the workflow inputs requested at the first stage.

&«
[ ramstven § A Rbous this Workiow .

rifn «

This wirkficw allowi you 16 create & CarBAcats and puih I 10 the Selichid divios UEng thies nput

S,) methods - Marsal, Policy Based. and Upioad C58.

Unage instnactionn
| T . e e C D, .

# CA Detaily

* Certificabe Category W Sera () Chart () Code Sgning

* Cortifichte Group Ditadt -
* Cornficate Autherity Appiiew -
* Ch Account Sebect -

Cernficate Type

* daites Reneswal ®onr 0o B
* Auto Regenerate & off (=3 &
* kgt Maghadd & Manal () Polcy Based () Upload €58

5. Under the CA Details section, select the following field information:
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# CA Details

* Certificate Profile ® Server Client Code Signing

* Certificate Group Default v
* Certificate Authority DigiCert v

* CA Account

* Division v
Certificate Type Select v

* Auto Renewal ® Off On ®

* Auto Regenerate e Off On €

* Input Method ® Manual Policy Based Upload CSR

The following table describes the fields in the CA Details section:

Field Description

*Certificate [ Select the Certificate Profile from the following options:
Profile » Server

* Client

» Code Signing

[ Note: Server is the default selection. ]

*Certificate [ Select the Certificate Group from the options available in the dropdown.
Group

*Certificate | Select the Certificate Authority from the options available in the dropdown. The
Authority following CAs are supported:

« DigiCert

* Entrust

* EJBCA
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Field Description

 Microsoft Enterprise

» AppViewX

[ Note: This field is populated based on the Certificate Group selected. ]

*CA Account [ Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the Certificate Authority selected. ]

*Division Select the Division from the options available in the dropdown.

[ Note: This field is displayed only when Digicert is selected as the CA. ]
Certificate Select the Certificate Type from the options available in the dropdown.
Type
*Auto Select the required radio button to enable/disable Auto Renewal.
Renewal

[ Note: Default selection is set to Off. ]
Renew Enter the number of days in the Renew Before (days) field. For example, if you
Before enter 5, then the renewal request will be triggered 5 days prior to the expiry date.
(Days)

[ Note: This field is displayed only when the Auto Renewal field is enabled. ]

*Auto Select the required radio button to enable/disable Auto Regenerate.
Regenerate

[ Note: Default selection is set to Off. ]
Start Enter the number of days in the Start Regenerating (days) field.
Regenerating
(Days) Note: This field is displayed only when the Auto Regenerate field is

enabled.

*Input Select the required Input Method. The options available are:
Method
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Field Description

* Manual: If you select the Input Method as Manual, the CSR parameters will have
to be entered/selected manually.

« Policy Based: If you select the Input Method as Policy Based, the CSR
parameter fields will be auto-populated based on the policy associated with the

selected Certificate Group.
» Upload CSR: If you select the Input Method as Upload CSR, you can upload the
CSR file to fetch the CSR parameters.

[ Note: Manual is the default selection. ]

All Asterisk (*) marked fields are mandatory.

« For steps to enroll a certificate based on Input Method - Manual, click here.
* For steps to enroll a certificate based on Input Method - Policy Based, click here.
» For steps to enroll a certificate based on Input Method - Upload CSR, click here.

* Manual
« Policy Based
* Upload CSR

Manual

After you select the Input Method as Manual, execute the following steps to enroll a certificate:
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# C5R Parameters

* Common Mame createandpush.appviewx.com

Subject Alternative DNS
Name

DMNS createandpush.appviewx.com
IP Address
Organization
Organization Unit
Locality
State
Country
Email Address
Zip Code
* Validity Unit Years

* Validity Value 1

W

S
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* Validity Unit Years v
* Validity Value 1

Challenge Password

* Hash Function SHAZ56 .
* Key Type RSA v
* Bit Length 2048 v

The following table describes the field information in the CSR Parameters section:

Field Description

*Common Name Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Subject Alternative [ Select the SAN as either:

Name * DNS
+ IP Address
DNS Enter a valid DNS if you select the DNS option in the SAN field.
IP Address Enter a valid IP Address if you select IP Address in the SAN field.
Organization Enter the name of the organization with which the certificate will be
associated.

Organization Unit Enter the name of the organization unit with which the certificate will be

associated.
Locality Enter the name of the locality in which the organization is situated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Email Address Enter the email address associated with the Certificate Group.
Zip Code Enter the zip code.
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Field Description

*Validity Unit Select the Validity Unit as either:
» Days
» Months
* Years
*Validity Value Enter a Validity Value based on the selected validity unit.

Challenge Password | Configure the Challenge Password to protect the certificate.

*Hash Function Select the Hash Function from the options available in the dropdown.
*Key Type Select the Key Type from the options available in the dropdown.
*Bit Length Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type. ]

All asterisk (*) marked fields are mandatory.

2. Under the Certificate Attributes section, select the Attribute from the available options.

3. Enter a value for the selected attribute.

# Certificate Attributes
* Artribute ._:'i-'i.‘:-.-irl!'"l.:""l'. e
= Artribure Walue

Certificate Attributes

Attribute Attribute Value

Mo records found

4. To add this attribute to the Certificate Attributes grid, click n
5. To edit the value of a particular attribute, select the attribute in the grid and click n
6. Enter the new value for the attribute in the Value field and click n again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click “
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A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.
10. Under the Device Details section, select the field information as shown.

#« Davice Details

* Device Type Soereer w
* Vendor LinupeSeryer w
* Device Linux19 -
* Linux Actions Default ...-
* ProfilesApplication LirmaServerDef ault: S Lnux 10 -
* KDB Password amend

* Certificate Type EDB (* kdb)

v
* Push to Devices i

Dewvice Ty... Vendor Davice Linux Actio...  Profiles/Applicati.. KDB

Servir i Sdrver Lirsun 19 Deefault LinuxServerDefauly_., =+

The following table describes the field information in the Device Details section:
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Field Description

*Device Type Select the Device Type from the options available in the dropdown.

Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected.

Device Select the Device from the options available in the dropdown.

[ Note: The device list is populated based on the Vendor selected.

Linux Actions Select the Linux Action from the options available in the dropdown.

Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
Note: The Profile/Application list is populated based on the Device
selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

Note: This field is displayed only when you select Linux Server in the J

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

11. To add the selected profile/application to the grid, click .
The Profile/Application is added to the Push to Devices grid.
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# Device Information

* Device Type Server -
* Vendor LinuxSenver w
* Device Linux19 -
* Linux Actions Default w
* Profilessapplication LinuxServerDefautt @Linux19 -
* KDB Password H

* Push to Davices

Linux Actio...
Drafault

Device

Linux19

Vendor

LinuxServer

Profiles/Application
LinuxServerDefault:@Li...

KDB Passwo...

TTTL

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices

grid, under the Profiles/Applications column as comma separated values.

* Push to Devices

ENL_S5I

SCommon

Vendor Device Linux Actions Profiles/application  Password
F5 gs-f5-pe22sila... g5-5-pe225.lab.appyi.., R
F3 g5-f5-pe225.la B T Ll S SRR TLLL
E 225.13...
25.lab.appviewacnet: @KAN@rrr.gs-f5-
pel2tlab.appviewsnet@NYC_test_vip_dont_delete_c

12. To edit the device details in the Push to Devices grid, select the row, modify the device details, and

click n

13. Select a new device and click n again to update the value.

14. To delete a profile/application, select the row to be deleted in the grid and click .:.

15. To maximize the Push to Devices grid, from the top right corner of the grid, click <

16. To search for a particular profile/application in the grid, type the keyword(s) in the search field.
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17. Click Submit.

» Certificate created successfully.

e

Create AppYiew) Certificme

Loggs - Crasts App¥iami Cortificats

« Certificate pushed to Linux server successfully.

t

1

:

; o Pt o inuterve
; TEEm—

!

T (]

!

T

I v

« Email notification received.
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Push to Device Status for D iAok x & 7
addresssupport@appviewx.com 1:04 PM (0 minutes ago o &

X appVieWX Notification

Request ID: 74 | Workflow Name: Enroll Certificate and Push

Push to Device Status for

Device Profile Request ID Status Logs

76 SUCCRSS Push is completed successfully

Please do not reply as this ks an auto generated emall by AppView

& Reply ~ Forward

18. To download the certificate, at the View and Download Certificate stage, hover your mouse overE

and from the options displayed, click Download Certificate.

AppWiewX CA

f AppViewX Intermadiate CA

. craateandpuih.appviewas

19. Hover your mouse over @ to view the Certificate status.
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APpView CA

App¥iewX Intermediate CA

EF0 8 D ] Pk P8 P

Policy Based

After you select the Input Method as Policy Based, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, enter the field information as shown.

Note: Some CSR Parameters will be auto-populated based on the policy associated with the
Certificate Group.
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# CSR Parameters

* Common Name . 6
Subject Alternative DNS -
MName
DNS 0)
IP Address i)

Organization
Organization Unit
Locality
State
Country
Email Address
Zip Code
* Validity Unit Years ~

* Validity Value 1

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 195



Create Certificate Workflows

* Validity Unit Years v
* Validity Value 1

Challenge Password

* Hash Function SHAZ56 v
* Key Type RSA v
* Bit Length 2048 -

Note: For more information on the form fields, refer to the field information described in the
Manual section.

2. Under the Certificate Attributes section, select the Attribute from the available options.
3. Enter a value for the selected attribute.

 Certificate Attributes
* Artribute .-:'i-'iJ-.-Zrlr"E""l'. e
= Artribure Walue

Certificate Attributes

Attribute Attribute Value
Mo records found

4. To add this attribute to the Certificate Attributes grid, click .
5. To edit the value of a particular attribute, select the attribute in the grid and click n

6. Enter the new value for the attribute in the Value field and click n again to update the value.
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7. To delete a certificate attribute, select the attribute in the grid and click l:.

A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.
10. Under the Device Details section, select the field information as shown.

# Davice Details

* Device Type Sereer w
* Vendor Linusheryer -
* Device Linux19 -
* Linux Actions Default o
* Profiles Application LirmaSerserDef sult: @ Lnux 19 -
* KDB Password mnnd

* Certificate Type KDB (* k)

-
* Push to Devices o

Dewvice Ty... \Vendor Davice Linux Actio... Profiles/Applicati.. KDB

Seraer LinSdrer L9 Default LinuxServerDefauly:_.. =+

The following table describes the field information in the Device Details section:
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Field Description

*Device Type Select the Device Type from the options available in the dropdown.

Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected.

Device Select the Device from the options available in the dropdown.

[ Note: The device list is populated based on the Vendor selected.

Linux Actions Select the Linux Action from the options available in the dropdown.

Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
Note: The Profile/Application list is populated based on the Device
selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

Note: This field is displayed only when you select Linux Server in the J

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

11. To add the selected profile/application to the grid, click .
The Profile/Application is added to the Push to Devices grid.
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# Device Information

* Device Type Server -
* Vendor LinuxSenver w
* Device Linux19 -
* Linux Actions Default w
* Profilessapplication LinuxServerDefautt @Linux19 -
* KDB Password H

* Push to Davices

Linux Actio...
Drafault

Device

Linux19

Vendor

LinuxServer

Profiles/Application
LinuxServerDefault:@Li...

KDB Passwo...

TTTL

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices

grid, under the Profiles/Applications column as comma separated values.

* Push to Devices

ENL_S5I

SCommon

Vendor Device Linux Actions Profiles/application  Password
F5 gs-f5-pe22sila... g5-5-pe225.lab.appyi.., R
F3 g5-f5-pe225.la B T Ll S SRR TLLL
E 225.13...
25.lab.appviewacnet: @KAN@rrr.gs-f5-
pel2tlab.appviewsnet@NYC_test_vip_dont_delete_c

12. To edit the device details in the Push to Devices grid, select the row, modify the device details, and

click n

13. Select a new device and click n again to update the value.

14. To delete a profile/application, select the row to be deleted in the grid and click .:.

15. To maximize the Push to Devices grid, from the top right corner of the grid, click <

16. To search for a particular profile/application in the grid, type the keyword(s) in the search field.
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17. Click Submit.

» Certificate created successfully.

Create AppYVIEWE CErificae

DD —O—O ¥

» Certificate pushed to Linux server successfully.
——

Push to LinuxServer

e T R T R e R

Lings - Push i Lineniarver

« Email notification received.
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addresssupport@appviewx.com

X appVieWX Notification

Request ID: 74 | Workflow Name: Enroll Certificate and Push

Push to Device Status for

Device Profile

Please do not reply as this ks an auto generated emall by AppView

& Reply ~ Forward

Push to Device Status for D inbox

Request ID Status

76 Success

Logs

Push is completed successfully

18. To download the certificate, at the View and Download Certificate stage, hover your mouse overE

and from the options displayed, click Download Certificate.

AppiiowX CA

AppViewx Intermediate CA

surtputhpolicy appvisws. e

Dy

19. Hover your mouse over @ to view the Certificate status.
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AppViaws CA

E 'y
)
Certificate ol
AppViewd Intermaediate CA B Expir

B Ex

W Ex

certpushpolicy.sppyiewn.c LR

] .

B H

Upload CSR

After you select the Input Method as Upload CSR, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, to Upload CSR, click &

# C5R Parametears

* Upload C5R o

[=#

+r=rBEGIM CERTIFICATE REQUEST---
MIICFTCCAXSCAGAWE Y I DAL BENVEAMMFZRIBWINZWSc3luvy

BMOcrSkdvWm

Bwedmlld3gu 20t

2. Click Fetch CSR Parameters.

Note: Some CSR parameters are fetched from the uploaded CSR file. For more information
on the remaining form fields, refer to the field information described in the Policy Based

section.

3. Under the Certificate Attributes section, select the Attribute from the available options.

4. Enter a value for the selected attribute.
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# Certificate Attributes

* Attribute Department v

* Arribute Value

El K2

' Attribute Attribute Value
No records found

Certificate Attributes ¥

5. To add this attribute to the Certificate Attributes grid, click “

6. To edit the value of a particular attribute, select the attribute in the grid and click n

7. Enter the new value for the attribute in the Value field and click - again to update the value.

8. To delete a certificate attribute, select the attribute in the grid and click l:.

A
9. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

10. To search for a particular attribute in the grid, type the keyword(s) in the search field.
11. Under the Device Details section, select the field information as shown.
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# Davice Details

Dewvice Ty... \Vendor Dewvice Linux Actio... Profiles/Applicats.. KDB

Server Ly S rver Linux19 Default LinuxServerDefault

The following table describes the field information in the Device Details section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.

Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected. ]

Device Select the Device from the options available in the dropdown.

—

[ Note: The device list is populated based on the Vendor selected.

Linux Actions Select the Linux Action from the options available in the dropdown.

Note: This field is displayed only when you select Linux Server in the
Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
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Field Description

Note: The Profile/Application list is populated based on the Device

selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

12. To add the selected profile/application to the grid, click “
The Profile/Application is added to the Push to Devices grid.

# Device Information

* Device Type Server -
* Vendor LinuxServer -
* Device Linux19 -
* Linux Actions Default w
* Prafi |_"3-'.l'~|;‘,:-|_‘:||:._'|'.:|_‘;|'| LinuxServerDefault: @Linux19 -
“ KDB Password 0

El K3

* Push to Devices

Vendor Device Linux Actio... Profiles/Application KDB Passwo...

Linux5Server  Linus19 Default LinuxServerDefault:@Li.,, |~ *vies

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma separated values.
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* Push to Davices

Vendor Device Linux Actions Profiles/Application Password
F3 gs-fo-pe22sla.. £5-15-pa225.lab.appyi., A
:5 ”5":5'3".'3-13-5--- R A L e (FE RN

: . r2-5-pa225.lab.appyievninet ps-fs-

BeErT

pe225.lab.appviewsen

pelis.lab.appview.net Y C_test_vip_dont_delete_c

sl Common

To edit the device details in the Push to Devices grid, select the row, modify the device details, and
click n

Select a new device and click n again to update the value.
To maximize the Push to Devices grid, from the top right corner of the grid, click <

To delete a profile/application, select the row to be deleted in the grid and click “
To search for a particular profile/application in the grid, type the keyword(s) in the search field.
Click Submit.

« Certificate created successfully.

Create Appiiewi Cenificate

e R R R

Longn - Craats Appiiew)l Cortficats

« Certificate pushed to Linux server successfully.
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Push 1& LinuSerser

R
-]

« Email notification received.

Push to Device Status for D (iboxx & @

addresssupport@appviewx.com 1:04 PM (0 minutes ag w 6

X appviewx Notification

Request ID: 74 | Workflow Name: Enroll Cerificate and Push

Push to Device Status for

Device Profile Request ID Status Logs

76 Success Push is completed successfully

Please do not reply as this ks an auto generated emall by App\ViewX

= Reply r* Forward

19. To download the certificate, at the View and Download Certificate stage, hover your mouse overH
and from the options displayed, click Download Certificate.
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AppViewl CA

AppViewX Intermediate CA

®

20. Hover your mouse over to view the Certificate status.

AppVeewx CA

*®

Certificate

AppViewi Inermadiate CA "

certadvpol appviewsr.com
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Chapter 7: Renew Certificate Workflows

« Qverview

Renew Certificate

Regenerate Certificate with New CSR
Renew Certificate and Push

Renew Certificate with ServiceNow
Renew Certificate and Push with ServiceNow

Overview

This section lists and describes the workflows that can be used to renew and regenerate certificates
and push them to selected device(s) using the configured Certificate Authorities. Some workflows also

describe Certificate Renewal with Incident Automation.

Renew Certificate

This workflow allows you to renew a certificate based on the certificate group and certificate authority.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

Cataleg q

Cartifcace Literpcle Audomartion S EG-IP LT F3GIF LT

A GELE 1rdablan 1PN

CMOE Sy GITOp
¥ BIG-IF Syatem 4

Furest 1PRL
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.

4. In the Certificate Lifecycle Automation catalog, under the Renewal category, hover your mouse

over the Renew Certificate workflow and click * .

Certificate Lifecycle Automasion (22)

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.

«
[ e e ] A Bt this WorkPlw

—~ This warkfiow aliows you to renew 2 ceriiicabe baved on the certificate group and certficate
L)

autheriy.

I QUi A i
I

# Ganeral Information

# A Details

cabi ALty

Submit Save Draft Canced
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5. Under the General Information section, select the Certificate Type (mandatory).
6. Under the General Information section, select the Assign Group (mandatory).

# General Information

* Certificate Type ® Server Client

* Assign Group Default w

7. Under the CA Details section, select the Certificate Authority (mandatory).
8. Under the CA Details section, add a description for the certificate being renewed (optional).

A CA Details

9. Under the Certificate Information section, select the Certificate from the dropdown list (mandatory).
The Serial Number field is populated based on the Certificate selected.

# Certificate Information

* Certificate -

* Serial Mumber

10. Under the CSR Parameters section, enter or select the field information as shown.
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# CSR Parameters

* Common Name certoob
Subject Alternative Name DNS d
DNS certoob
IP Address

Email Address

Directory Name

URL

QOther Name

Registered ID

Organisation

Qrganisation Unit

Country

City

State
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State

Zip Code

Email Address

Walidity Unit

Validity Value

* Hash Function

Bit Length

Key Type

Days -
SHAZ56 v
4096
RSA

The following table describes the fields in the CSR Parameters section:

Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which the
certificate is requested.

Subject
Alternative Name
(SAN)

Select the SAN as either:
« DNS
* [P Address

DNS

Enter a valid DNS if you select the DNS option in the SAN field.

IP Address

Enter a valid IP Address if you select the IP Address option in the SAN field.

Organization

Enter the name of the organization.

Organization Unit

Enter the name of the organization unit with which the certificate will be

associated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code of the organization.
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Field Description

Note: This field is displayed only when DigiCert is selected as the

Certificate Authority.

Email Address

Enter the email address.

*Validity Unit

Select the validity unit as:
- Days
* Months

* Years

*Validity Value

Select a valid validity value.

*Key Type

Select a Key Type from the available options.

*Bit Length

Select the Bit Length from the available options. The values displayed in the

dropdown will differ depending on the Key Type selected.

*Hash Function

Select the Hash Function from the available options.

All Asterisk (*) marked fields are mandatory.

11. Under the Certificate Attributes section, select the Attribute from the available options.

12. Enter a value for the selected attribute.

* Artribure

* Artribure Value

A Certificate Attributes

Certificate Attributes

Department -

Attribute Attribute Value

Mo records found

13. To add this attribute to the Certificate Attributes grid, click .

14. To edit the value of a particular attribute, select the attribute in the grid and click n
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15. Enter the new value for the attribute in the Value field and click n again to update the value.

16. To delete a certificate attribute, select the attribute in the grid and click l:.

A
17. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

18. To search for a particular attribute in the grid, type the keyword(s) in the search field.

19. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
» When Digicert is selected as CA.

A Vendor Specific Details

Order Id
* Server Type Apache v
Order valid from

Order valid till

» When EJBCA is selected as CA.
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# Vendor Specific Details

End Entity Profile Name
End entity user name
* Issuer Common Name

* Certificate Profile Name “

» When Entrust is selected as CA.

# Vendor Specific Details

Additional Emails

Note: The Vendor Specific Details section is displayed only when DigiCert, EJBCA, Entrust is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

20. Under the Notifications section, enter the Email ID to which the certificate creation notification will be

sent.

. Notifications

* Email 1D @

Note: The Email ID field will auto-populate with the logged in user’s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.
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21. Click Submit.
» Certificate renewed successfully.

Eenew Covtificate

= —P—P—0 v

» Email notification received.

X appVieW}( Notification

Request ID: | Workflow Mame: Renew Cerificate

Renewed Certificate Details

Common Name

SAN Type

Hash Function SHAS12
Validity Unit Months
Validity Values 3

22. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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AppViewX CA

AppViewX Intermediate CA

certoob

23. Hover your mouse over @ to view the Certificate status.

Regenerate Certificate with New CSR

This workflow allows you to regenerate a certificate with a new CSR.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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| [Gonaig

Cartifcace Literypcle RAudomartion

F3 BIS-IF Syatem
KA1 5LE
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click

3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Renewal category, hover your mouse

over the Regenerate Certificate with New CSR workflow and click I}

ele Automation [22)

[ﬂ Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow execution page is displayed with the workflow inputs requested at the first stage.
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.
o JRp——

¥

—l

# Cariificrie Deisih

A CA Dutaih

5. Under the Certificate Details section, select the Certificate Type (mandatory).
6. Under the Certificate Details section, select the Assign Group (mandatory).
7. Under the CA Details section, select the field information as shown:

The following table describes the fields in the CSR Parameters section:

Field Description

*Certificate Select the Certificate Authority from the available options:
Authority « DigiCert

« Entrust

« EJBCA

* Microsoft Enterprise
» AppViewX

Note: This list will be populated based on the Certificate Group selected
in the Certificate Details section.

*CA Account | Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the CA selected. ]

*Division Select the Division from the options available in the dropdown.

[ Note: This field is displayed only when Digicert is selected as the CA. ]

*Cert Type Select the Cert Type from the options available in the dropdown.
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Field Description

Note: This field is displayed only when Digicert or Entrust are selected as

the CA.

Description

Provide a Description of the workflow, if required.

All asterisk (*) marked fields are mandatory.

» For steps to enroll a certificate based on Input Method - Manual, click here.
« For steps to enroll a certificate based on Input Method - Upload CSR, click here.

* Manual

 Upload CSR

Manual

After you select the Input Method as Manual, execute the following steps to enroll a certificate:
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Renew Certificate Workflows

# C5R Parameters

* Common Mame

Subject Alternative
Mame

DNS
IP Address
Organization
Organization Unit
Locality
State
Country
Email Address
Zip Code

* Validity Unit

* Validity Value

certadvmanual.appviewx.com

DNS

certadvmanual.appviewx.com

AppViewX Inc.

Years

e
WL

P
Li)

P

W
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* Validity Unit Years v
* Validity Value 1

Challenge Password

* Hash Function SHA160 v
* Key Type RSA v
* Bit Length Select v

The following table describes the field information in the CSR Parameters section:

Field Description

*Common Name Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Note: You have the option to change the common name of the
regenerated certificate.

Subject Alternative | Select the SAN as either:
Name * Directory Name

* Email

» Registered ID

* URL

» Other Name

* DNS

« IP Address

DNS Enter a valid DNS if you select the DNS option in the SAN field.

Directory Name Enter a valid Directory Name if you select the Directory Name option in the
SAN field.

IP Address Enter a valid IP Address if you select IP Address in the SAN field.
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Field Description

Registered ID

Enter a valid Registered ID if you select the Registered ID option in the SAN
field.

Other Name Enter a valid Other Name if you select the Other Name option in the SAN
field.
URL Enter a valid URL if you select the URL option in the SAN field.

Organization

Enter the name of the organization with which the certificate will be
associated.

Organization Unit

Enter the name of the organization unit with which the certificate will be

associated.
Locality Enter the name of the locality in which the organization is situated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the zip code.

Email Address

Enter the email address associated with the Certificate Group.

*Validity Unit

Select the Validity Unit as either:
» Days

* Months

* Years

*Validity Value

Enter a Validity Value based on the selected validity unit.

*Key Type

Select the Key Type from the options available in the dropdown.

*Bit Length

Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type. ]

*Hash Function

Select the Hash Function from the options available in the dropdown.

All asterisk (*) marked fields are mandatory.

2. Under the Certificate Attributes section, select the Attribute from the available options.

3. Enter a value for the selected attribute.
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# Certificate Attributes

* Attribute Department v

* Arribute Value

El K2

Certificate Attributes

' Attribute Attribute Value
No records found

4. To add this attribute to the Certificate Attributes grid, click “

5. To edit the value of a particular attribute, select the attribute in the grid and click n

6. Enter the new value for the attribute in the Value field and click - again to update the value.

7. To delete a certificate attribute, select the attribute in the grid and click l:.

A
8. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

9. To search for a particular attribute in the grid, type the keyword(s) in the search field.

10. Under the Vendor Specific Details section, select the field information from the options available in

the dropdown.
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» When Digicert is selected as CA.

A Vendor Specific Details

Order Id

* Server Type Apache v

Order valid from

Order valid till

* When EJBCA is selected as CA.

A Vendor Specific Details

* End Entity Profile Name v
End entity user name
* Issuer Common Name ' v

* Certificate Profile Name >t v

« When Microsoft Enterprise is selected as CA.

 Vendor Specific Details

* Template Name v
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Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will

vary based on the CA selected.

11. Under the Notifications section, enter the Email ID to which the certificate creation notification will be

sent.

. Notifications

* Email 1D

Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

12. Click Submit.
- Certificate regenerated successfully.

Regenerate Certificate

e w

» Email notification received.
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addresssuppert@appviewx.com

B -

FAYAY Bpp\liewx Notification

Request ID: . | Workflow Name: Regenerate Certificate - With New CSR

Regenerate Details for Certificate

common Name

Hash Funection SHAS12
Walidity Unit : Years
Validity Values 1

13. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.

AppViewx CA

AppView) Intermediate CA

Appviewr o

14. Hover your mouse over @ to view the Certificate status.
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AppViawX CA

0 g

AppView Intermediate CA B Expicy It

Appvigwr.om

Upload CSR

After you select the Input Method as Upload CSR, execute the following steps to enroll a certificate:

1. Under the CSR Parameters section, to Upload CSR, click &
2. Click Fetch CSR Parameters.

Note: Some CSR parameters are fetched from the uploaded CSR file. For more information
on the remaining form fields, refer to the field information described in the Manual section.

3. Under the Certificate Attributes section, select the Attribute from the available options.
4. Enter a value for the selected attribute.

# Certificate Attributes

* Artribure Value

Certificare Attriburtes

Attribute Attribute Value

Mo records found
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5. To add this attribute to the Certificate Attributes grid, click .
6. To edit the value of a particular attribute, select the attribute in the grid and click n
7. Enter the new value for the attribute in the Value field and click n again to update the value.

8. To delete a certificate attribute, select the attribute in the grid and click l:.

A
9. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .

10. To search for a particular attribute in the grid, type the keyword(s) in the search field.

11. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
* When Digicert is selected as CA.

A Vendor Specific Details

Order Id
* Server Type Apache v
Order valid from

Order valid ill
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*« When EJBCA is selected as CA.

# Vendor Specific Details

* End Entity Profile Name y
End entity user name
* Issuer Common Name v

* Certificate Profile Name v

» When Microsoft Enterprise is selected as CA.

s Vendor Specific Details

* Template Name v

Note: The Vendor Specific Details section is displayed only when DigiCert or EJBCA is
selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

12. Under the Notifications section, enter the Email ID to which the certificate creation notification will be

sent.

. Notifications

m

mail 1D @
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Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different

email address in this field or enter multiple email addresses separated by commas.

13. Click Submit.
» Certificate regenerated successfully.

Repenerate Certificate

——a—0—0—0 v

« Email notification received.

addresssupport{@appviewx.com

g w

FAY2 app\fiewx Motification

Request ID: . | Workflow Name: Regenerate Certificate - With Mew CSR

Regenerate Details for Certificate

common Hame

Hazh Function SHAS12
Validity Unit : Years
Validity Values : 1
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14. To download the certificate, at the View and Download Certificate stage, hover your mouse overE

and from the options displayed, click Download Certificate.

@

15. Hover your mouse over to view the Certificate status.

Renew Certificate and Push

This workflow allows you to renew a certificate based on the certificate group and certificate authority and
push it to the selected device.

To trigger this workflow:
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1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.

- =
T
AL |
[Coasien | 8
Cartifcace Literypcle RAudomartion S - LT™ LEL D g
F5 W5t Rapers Reming Manddeid Coomplinne - B3 and A1
- ¥ "
¥ M
+ Cortiautn Faniy NOEREAos - B A GELE Irdaibban IPAM
o Lo 5
MO 5 T
FS BiS-1F Synmem - ™
Hybrd Bulti Olowd Orchntation Dufault
AN sLe
Cotinj s Aatamarion (Mapprsl #H
Fhrra IPAL
* e 4
WAF
Chiad G rbasIratinn 3
Sacericy Aatmation wal
L

2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Renewal category, hover your mouse

over the Renew Certificate and Push workflow and click

Cerpficane Lideopcla A

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. ]
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The workflow execution page is displayed with the workflow inputs requested at the first stage.

L 4
] S

A Gararsl intarranon

AR Gty

P G el al g B el

5. Under the General Information section, select the Certificate Type (mandatory).
6. Under the General Information section, select the Assign Group (mandatory).

# General Information

* Certificate Type ® Server Client

* Assign Group Default w

7. Under the CA Details section, select the Certificate Authority (mandatory).
8. Under the Certificate Information section, select the Certificate from the dropdown list (mandatory).

The Serial Number and CA Account fields are populated based on the Certificate selected.
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s Certificate Information

Certificate

Serial Number

CA Account

Appviewx.fastneldemo | E1:53:E5:72:6C:69:21:2...

E1:53:E5:72:6C:69:21:25

AppViewx CA

b

9. Under the CSR Parameters section, enter or select the field information as shown.

# C5R Parameters

* Common Name

Subject Alternative
Name

DNS

Directory Name
IP Address
Registered ID
Other Name

URL

Email Address
Organisation
Organisation Unit
Country

State

Appviewx.fastneldemo

DNS

Appviewx.fastneldemo
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Country
State
Zip Code
* Validity Unit
* Validity Value
Key Type
Bit Length

* Hash Function

Organisation Unit

Months

RSA

2048

SHA256

The following table describes the fields in the CSR Parameters section:

Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which
certificate is requested.

Note: You have the option to change the common name of the
regenerated certificate.

Subject Alternative
Name

Select the SAN as either:
« Directory Name

* Email

* Registered ID

« URL

» Other Name
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Field Description

- DNS
* [P Address

DNS

Enter a valid DNS if you select the DNS option in the SAN field.

Directory Name

Enter a valid Directory Name if you select the Directory Name option in the
SAN field.

IP Address

Enter a valid IP Address if you select IP Address in the SAN field.

Registered ID

Enter a valid Registered ID if you select the Registered ID option in the SAN
field.

Other Name Enter a valid Other Name if you select the Other Name option in the SAN
field.
URL Enter a valid URL if you select the URL option in the SAN field.

Email Address

Enter a valid URL if you select the URL option in the SAN field.

Organization

Enter the name of the organization with which the certificate will be
associated.

Organization Unit

Enter the name of the organization unit with which the certificate will be

associated.
Country Enter the name of the country in which the organization is located.
State Enter the name of the state in which the organization is located.
Zip Code Enter the zip code.
*Validity Unit Select the Validity Unit as either:

* Days
* Months

* Years

*Validity Value

Enter a Validity Value based on the selected validity unit.

*Key Type

Select the Key Type from the options available in the dropdown.

*Bit Length

Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type. ]
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Field Description

*Hash Function

Select the Hash Function from the options available in the dropdown.

All asterisk (*) marked fields are mandatory.

10. Under the Certificate Attributes section, select the Attribute from the available options.

11. Enter a value for the selected attribute.

* Artribure

* Artribure Value

# Certificate Attributes

Certificate Attributes

Department -

O] Attribute Attribute Value

Mo records found

12. To add this attribute to the Certificate Attributes grid, click .’

13. To edit the value of a particular attribute, select the attribute in the grid and click n

14. Enter the new value for the attribute in the Value field and click n again to update the value.

15. To delete a certificate attribute, select the attribute in the grid and click l:.

A
16. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .
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17. To search for a particular attribute in the grid, type the keyword(s) in the search field.

18. Under the Vendor Specific Details section, select the field information from the options available in
the dropdown.
» When Digicert is selected as CA.

A Vendor Specific Details

Order Id
* Server Type Apache v
Order valid from

Order valid till

» When EJBCA is selected as CA.
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A Vendor Specific Details

* End Entity Profile Name v
End entity user name
* Issuer Common Name v

* Certificate Profile Name w

» When Entrust is selected as CA.

A Vendor Specific Details

Additional Emails

Note: The Vendor Specific Details section is displayed only when DigiCert, EJBCA, or Entrust
is selected as the Certificate Authority under the CA Details section. The field(s) displayed will
vary based on the CA selected.

19. Under the Device Details section, select the field information as shown.
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# Davice Details

Dewvice Ty... \Vendor Dewvice Linux Actio... Profiles/Applicats.. KDB

Server Ly S rver Linux19 Default LinuxServerDefault

The following table describes the field information in the Device Details section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.

Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected. ]

Device Select the Device from the options available in the dropdown.

—

[ Note: The device list is populated based on the Vendor selected.

Linux Actions Select the Linux Action from the options available in the dropdown.

Note: This field is displayed only when you select Linux Server in the
Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application
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Field Description

Note: The Profile/Application list is populated based on the Device

selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

*Push to Add the selected profile/application to the grid as described below the table.
Devices

All asterisk (*) marked fields are mandatory.

20. To add the selected profile/application to the grid, click “
The Profile/Application is added to the Push to Devices grid.

# Device Information

* Device Type Server -
* Vendor LinuxServer -
* Device Linux19 -
* Linux Actions Default w
* Prafi |_"3-'.l'~|;‘,:-|_‘:||:._'|'.:|_‘;|'| LinuxServerDefault: @Linux19 -
“ KDB Password 0

El K3

* Push to Devices

Vendor Device Linux Actio... Profiles/Application KDB Passwo...

Linux5Server  Linus19 Default LinuxServerDefault:@Li.,, |~ *vies

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma separated values.
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* Push to Davices

Vendor Device Linux Actions Profiles/Application Password
F3 gs-fo-pe22sla.. £5-15-pa225.lab.appyi., A
:5 ”5":5'3".'3-13-5--- R A L e (FE RN

: . r2-5-pa225.lab.appyievninet ps-fs-

BeErT

pe22s.lab.appviewnsneg B

peliilab.appvievnnet @NYC_test_vip_dont_delete_c

nt_ssls@Common

21. To edit the device details in the Push to Devices grid, select the row, modify the device details, and
click n

22. Select a new device and click n again to update the value.

23. To delete a profile/application, select the row to be deleted in the grid and click “

24. To maximize the Push to Devices grid, from the top right corner of the grid, click <

25. To search for a particular profile/application in the grid, type the keyword(s) in the search field.

26. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

m

mail 1D i)

Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different
email address in this field or enter multiple email addresses separated by commas.

27. Click Submit.
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» Certificate renewed successfully.

Renew Certificate

QPP — PP

Lo - Ranew Catificats

« Email notification received.

Push to Device Status for D linbox x a8

addresssuppeortappviewx.com 1:30 PM (0 minutes a0 r &

/X appViewXx Netification

Request ID: | Workflow Name: Renew Certificate and Push

Push to Device Status for «

Device Profile Request ID Status Logs

A SucCess Push is completed successtully

Plaase do not reply a3 this is an aulo generated email by AppVIsEX

. Reply * Forward

28. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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29. Hover your mouse over @ to view the Certificate status.

Renew Certificate with ServiceNow

This workflow allows you to renew a certificate based on the certificate group and certificate authority and

attach the renewed certificate to the ServiceNow ticket.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Renewal category, hover your mouse

over the Renew Certificate with ServiceNow workflow and click * .

Cortificate Lifecycle Autamation (23]

[ Tip: You can also search for the workflow by typing the workflow name in the search bar. j

The workflow execution page is displayed with the workflow inputs requested at the first stage.
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5. Under the General Information section, select the Certificate Type (mandatory).
6. Under the General Information section, select the Assign Group (mandatory).

# General Information

* Certificate Type ® Server Client

* Assign Group Default v

7. Under the CA Details section, select the Certificate Authority (mandatory).

A CA Details

* Certificate Authority AppViewX w

8. Under the Certificate Information section, select the Certificate from the dropdown list (mandatory).
The Serial Number field is populated based on the Certificate selected.
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# Certificate Information

* Certificate

* Serial Number

AppViewX Inc. | A4:9A:BB:S6:ATSAEBGF0506.. «

Ad:9A:BB:56:AT3AERBGF0

o

:06:05:3F:54:A0:7

Ln

18

9. Under the CSR Parameters section, enter or select the field information as shown.

# CSR Parameters

* Common Name

Subject Alternative
MName

DNS

IP Address
Directory Name
URL

Other Name
Registered ID
Validity Unit
Validity Value

* Hash Function

* Download Format

Appviewx.com

Select -

Appviewx.com

Years ~
1 v
SHAZ256 v
PEM (*.crt) v
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The following table describes the fields in the CSR Parameters section:

Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Note: You have the option to change the common name of the

regenerated certificate.

Subject Alternative
Name

Select the SAN as either:
* DNS

« Directory Name

* Email

* IP Address

* Registered ID

« URL

» Other Name

DNS

Enter a valid DNS if you select the DNS option in the SAN field.

IP Address

Enter a valid IP Address if you select IP Address in the SAN field.

Directory Name

Enter a valid Directory Name if you select the Directory Name option in the
SAN field.

URL

Enter a valid URL if you select the URL option in the SAN field.

Other Name

Enter a valid Other Name if you select the Other Name option in the SAN
field.

Registered ID

Enter a valid Registered ID if you select the Registered ID option in the SAN
field.

Validity Unit Select the Validity Unit as either:
* Days
* Months
* Years
Validity Value Enter a Validity Value based on the selected validity unit.

*Hash Function

Select the Hash Function from the options available in the dropdown.
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Field Description

*Download Format [ Select the format for downloading the certificate from the available options.

All asterisk (*) marked fields are mandatory.

10. Under the Certificate Attributes section, select the Attribute from the available options.
11. Enter a value for the selected attribute.

 Certificate Attributes
* Artribure Department w
* Artribure Value

Certificate Attributes

O] Attribute Attribute Value
Mo records found

12. To add this attribute to the Certificate Attributes grid, click .’
13. To edit the value of a particular attribute, select the attribute in the grid and click n
14. Enter the new value for the attribute in the Value field and click n again to update the value.

15. To delete a certificate attribute, select the attribute in the grid and click l:.

A
16. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .
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17. To search for a particular attribute in the grid, type the keyword(s) in the search field.
18. Under the ServiceNow Details section, enter or select the required field information.

# ServiceNow Details

Do you require SNOW ® Yes No
integration

RITM Ticket Number

ServiceNow Account Select -

The following table describes the field information in the ServiceNow Details section:

Field Description

Do you require SNOW Select the required radio button for ServiceNow integration.
Integration?

RITM Ticket Number Enter the RITM Ticket Number to which the downloaded
certificate will be attached.
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Field Description

Note: This field is displayed only when you select Yes

in the Do you require SNOW Integration? field.

ServiceNow Account Select the ServiceNow Account from the options available in
the dropdown.

Note: This field is displayed only when you select Yes
in the Do you require SNOW Integration? field.

19. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email ID G

Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different
email address in this field or enter multiple email addresses separated by commas.

20. Click Submit.
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» Certificate renewed successfully.

Renevw Cartificats

Liggn - R Cotificats

B0 O O O O 0 0 D OO v

« Email notification received.

addresssupport@appviewx.com 1:12 PM {0 minutes ag b+

FAYA appviewx Notification

RequestID: | Workflow Name: Renew Certificate with ServiceMNow

Certificate renewal was unsuccessful

Snow Ticket

Humbaer

Cartificate ID

SAN Type : DNS
Hash Function Z SHA256

21. To download the certificate, at the View and Download Certificate stage, hover your mouse overH
and from the options displayed, click Download Certificate.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 254



Renew Certificate Workflows

22. Hover your mouse over @ to view the Certificate status.

Renew Certificate and Push with ServiceNow

This workflow allows you to renew a certificate based on the certificate group and certificate authority,
push it to a device, and attach the renewed certificate to the ServiceNow ticket.

To trigger this workflow:

1. On the Workflow Request page, from the navigation menu on the left, select View/Run.

The workflow Catalog page is displayed.
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2. On the Catalog page, under Certificate Lifecycle Automation catalog, click
3. From the options displayed, select Full View.
4. In the Certificate Lifecycle Automation catalog, under the Renewal category, hover your mouse

over the Renew Certificate and Push with ServiceNow workflow and click * .

Cortificate Lifecyr

[6 Tip: You can also search for the workflow by typing the workflow name in the search bar. ]

The workflow execution page is displayed with the workflow inputs requested at the first stage.
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5. Under the General Information section, select the Certificate Type (mandatory).

6. Under the General Information section, select the Assign Group (mandatory).

# General Information

* Certificate Type ® Server Client

* Assign Group Default v

7. Under the CA Details section, select the Certificate Authority (mandatory).

A CA Details

* Certificate Authority AppViewX ~

8. Under the Certificate Information section, select the Certificate from the dropdown list (mandatory).

The Serial Number field is populated based on the Certificate selected.
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A Certificate Information

Certificate Appviewx.com |F1:63:2A:BB:DC.EE:9D:5F:65:5A... ~

* Serial Number F1:63:2A:BB:DC:EE:9D:5F:65:5A:58:19: AC:9F: 78:55

9. Under the CSR Parameters section, enter or select the field information as shown.

# C5R Parameters

* Common Name Appviewx.com
Subject Alternative DNS - @
MName
DN5 Appviewx.com ®

Directory Mame
IP Address ®
Registered ID
Other Name
URL
Email
* Validity Unit Months v
* Validity Value & v
Hash Function SHAZ56 v

* Download Format PEM (*.crt) v

The following table describes the fields in the CSR Parameters section:
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Field Description

*Common Name

Enter the Fully Qualified Domain Name (FQDN) of the server for which

certificate is requested.

Note: You have the option to change the common name of the
regenerated certificate.

Name

Subject Alternative

Select the SAN as either:
* DNS

+ Directory Name

+ Email

+ IP Address

* Registered ID

* URL

» Other Name

DNS

Enter a valid DNS if you select the DNS option in the SAN field.

Directory Name

Enter a valid Directory Name if you select the Directory Name option in the
SAN field.

IP Address

Enter a valid IP Address if you select IP Address in the SAN field.

Registered ID

Enter a valid Registered ID if you select the Registered ID option in the SAN
field.

Other Name Enter a valid Other Name if you select the Other Name option in the SAN
field.

URL Enter a valid URL if you select the URL option in the SAN field.

Email Enter a valid Email address if you select the Email option in the SAN field.

*Validity Unit Select the Validity Unit as either:

» Days
* Months
* Years

*Validity Value

Enter a Validity Value based on the selected validity unit.

Hash Function

Select the Hash Function from the options available in the dropdown.

*Download Format

Select the format for downloading the certificate from the available options.
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Description

All asterisk (*) marked fields are mandatory.

10. Under the Certificate Attributes section, select the Attribute from the available options.
11. Enter a value for the selected attribute.

# Certificate Attributes
* Artribure Department w
* Artribure Value

Certificate Attributes

O Attribute Attribute Value
Mo records found

12. To add this attribute to the Certificate Attributes grid, click .’
13. To edit the value of a particular attribute, select the attribute in the grid and click n
14. Enter the new value for the attribute in the Value field and click n again to update the value.

15. To delete a certificate attribute, select the attribute in the grid and click l:.

A
16. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “ .
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17. To search for a particular attribute in the grid, type the keyword(s) in the search field.
18. Under the ServiceNow Details section, enter or select the required field information.

# ServiceNow Details

Do you require SNOW ® Yes No
integration

RITM Ticket Number

ServiceNow Account Select -

The following table describes the field information in the ServiceNow Details section:

Field Description

Do you require SNOW Select the required radio button for ServiceNow integration.
Integration?

RITM Ticket Number Enter the RITM Ticket Number to which the downloaded
certificate will be attached.
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Field Description

Note: This field is displayed only when you select Yes

in the Do you require SNOW Integration? field.

ServiceNow Account Select the ServiceNow Account from the options available in
the dropdown.

Note: This field is displayed only when you select Yes
in the Do you require SNOW Integration? field.

19. Under the Notifications section, enter the Email ID to which the certificate creation notification will be
sent.

. Notifications

* Email ID ®

Note: The Email ID field will auto-populate with the logged in user’'s email address by default
if the email address has been configured in the SMTP settings. You can also enter a different
email address in this field or enter multiple email addresses separated by commas.

20. Click Submit.
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» Certificate renewed successfully.

Renew Cerlificaie

90000000 000~
e

« Email notification received.

Renew and Push Successfully o inbox = & O

b
T

addresssupportidappviewx.com 1:25 PM (2 minutes ag

Mappviewx Notification

Request ID: | workflow Name: Renew Certificate and Push with ServiceNow
Push to Device Status for s
Device Profile Request ID Status

Request implemented successiully

Please 0o nol reply s this i an auto generated emai by APpVIEw)X

4 Reply r* Forward

21. To download the certificate, at the View and Download Certificate stage, hover your mouse overH
and from the options displayed, click Download Certificate.
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®
AppViewX CA
L AppViaw Intermediate CA
. Bp prelewLL Coam
A
22. Hover your mouse over $ to view the Certificate status.
¢
af W DA =
E Certificats

AppWinwX Intarmediate CA

Appyiew.com
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Chapter 8: Automation Workflow Tasks

« Qverview

Expiry Task

Enrollment Tasks
Renew Tasks
Push Tasks

Overview

This section will describe the various OOB tasks available in the Workflow Studio.

Expiry Task

You can design a custom workflow for receiving certificate expiry notifications using the prebuilt task
for getting expiry certificates available in the Workflow Studio. The OOB script task for getting expiry

certificates can be found under Certificates, in the Expiry folder.
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Get Expiry Certificates @

Source Control
General

Change Management
User interface

MNotification

Application Delivery

IPAM
ITSM
Certificates
CLM Automnation
Enrollment
Utils
Push
Renew
DevOps
GitOps
Reports
Network
Solutions
Utilities

To design a custom workflow using the Get Expiry Certificates task
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1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over

3. From the menu displayed, click Studio > Workflow.
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Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.
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Design 3 Solutions
" # Eup 4 i wiekfiows d i
™ i

warkflows @ QT # Source Commrolw B Awpomaw T O =

ADC _Dwvice Restorn Actia ADC_Disable Mirvor Failow, ADC Extermal Class Manag ADC Imternal Class Maneg.

o] # o] ki 0] & o]

ADC_Object_Actions with 5. ADC_Objact Restors Acticn, ADC Rediback Class Manag, ASM Policy Migration AV

= O o] = O O

4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.

Workflow  Rollback

* Mame

Description

Category Default w

Subcategory

7. From the Certificates folder, under Expiry, drag and drop the Get Expiry Certificates task.
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expiry_Ladk_demo e e w  Workflow  Rolback P Preview: Classic B @ W Varlable Mapping
¢ expiry task_demo

lepa u SE— 1

ww n
RIE

Dewilips

This task can be used to generate a report listing certificates due to expire in a specific number of
days.

» it 1a g ranter

LangE

Tagn

8. To auto-generate a form for this workflow, click Form above the Start task.
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expiry_task_demo w master  w  Workllow  gollback P Preview : Classic B @

¥ oxpiry_task_demo

° Get Expiry Stop
SLAT Certificates

Centificates

LM Automaticn

Expiry

Dt

9. Click "~ above the Get Expiry Certificates task to auto-populate the form fields.

Tasks

5
" i

10. Select the fields required in the input form.

11. Provide a Form Name and click Create.
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Tasks

™
" L Gat Expiry Cartificates =) &

- |

. I

a

12. To display the certificate data in a report, from the Utils folder, drag and drop the Visualize Certificate
Expiry Report prebuilt subflow.

v  Workllow Boihack P Proview : Clsakc B @ @ Varible Magping & Validate

{  wapiry taik dema

This subflow includes User Interface tasks such as Grid and Chart (Pie chart and Stacked bar chart).
The report generated will be displayed as a grid or a chart based on the inputs provided in the input

form.
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Automation Workflow Tasks

~ ]
W Variable Mugping & Vabdate il - ™

B
Y

w  Workflow  Rodbadk

L

P Preview: Classic 8 @ W Varable Mapping (& Valdate

User Inputs form is displayed.
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# Gt Expiry Cevtificates

Field Operates walue

The following table describes the field information in the User Inputs form:

Field Description

Time Enter the time frame type from the available options:
Frame » Exact - Allows you to enter the exact value for the expiry time period (30 days).
Type * Range - Allows you to give a range for the expiry time period (0 - 30).
[ Note: Exact is the default selection. ]
Expiry Enter the expiry time period for which naotification has to be sent. Multiple values can be
Time entered, separated by commas. You can either define it as an exact number or a range
Period or a combination of both. For example, 30,60,90 or 0-30,30-60,0-60 or 30,30-60,90.
* Input type: Range - The expiry report will be generated for the range specified. For
example, 0 - 30 days, 0 - 60 days, 0 - 90 days.
* Input type: Exact - The expiry report will be generated for certificates expiring on the
exact specified date. For example, certificates expiring on the 30th, 60th, 90th day.
Field Select the field from the options available in the dropdown.
Operator | Select the conditional operator:
e ls
* Is Not
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Field Description

Value Enter a valid value for filtering the certificates.

Additional | This grid displays the values selected in these fields:
Filters * Field

» Operator

* Value

[ Note: The steps to apply these additional filters are given below the table. ]

Report Select the format in which the report is displayed from the available options:
Format * Default

» Pie Bar Chart
- Stacked/Bar Chart

Report Select the fields to be displayed in the report from the options available in the dropdown.
Fields

14. To add filters to the Additional Filters grid, cIick
15. To edit the value of a particular filter, select the filter in the grid and click n

16. Enter the new value(s) for the filters (Field/Operator/Value) and click n again to update the
value(s).

17. To delete a filter, select the filter in the grid and click .:.

A
18. To maximize the Additional Filters grid, from the top right corner of the grid, click
19. Click Next.

Report generated with expiry certificates data is displayed in Grid format.
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Comemon Name Lpiring bn

Serial rearmbpr Ituser TA

" — 0 ¥

Note: For more information on how to design custom workflows in the Workflow Studio, refer

to the Visual Workflow User Guide.

Enrollment Tasks

You can design a custom workflow for enrolling a certificate using the prebuilt Create Certificate tasks
available in the Workflow Studio. The OOB script task for enrolling certificates through different

Certificate Authorities can be found under Certificates, in the Enrollment folder.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 276



Automation Workflow Tasks

Create Task AppVie.. master w Workflow  pall
Q

+ Add Commit ¢ B &

_,_
J

Source Control

Change Management
General

User interface

Maotification

Application Delivery

IPAM

Certificates
CLM Automation
Expiry
Litils
Push

Create Microsoft Sta... 0

Create GoDaddy Cert... 0

Renew

5 0P PEHEE
.

Enroll Create Entrust Certifi... @
DevOps
GitOps
Reports

Metwork

To design a custom workflow using Enrollment tasks:
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1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over

3. From the menu displayed, click Studio > Workflow.
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Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 279



Automation Workflow Tasks

Design 3 Solutions
Deign andd publish rew workfows from scra . Exphoris riady-00-uss weekdhows oé i
™ i
warkflows ED QT % Source Cortrol~ [

ADC _Dwvice Restorn Actia ADC_Disable Mirvor Failow, ADC Extermal Class Manag ADC Imternal Class Maneg.
o] # o] ki 0] & o]
ADC_Object_Actions with 5. ADC_Objact Restors Acticn, ADC Rediback Class Manag, ASM Policy Migration AV
= O o] = O O

4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.

Create Task Appvie.. » master v  Workflow  Roliback
Q
" Name Create Task AppViewX

+ Add
Description

Category Default w +

Subcategory Default W +

=X =N

CLM Automation

7. From the Certificates folder, click Enroliment.
The tasks for the following CAs are available in the Enrollment folder:
» Appviewx
» Digicert
* Ejbca
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* Entrust
* Microsoft Enterprise
« Microsoft Standalone

» GoDaddy
8. From the Enrollment folder, drag and drop any of the Create Certificate tasks. For example, the

Create AppViewX Certificate task.

Create Apgiviews Ceniicate #

inlorsatssn

Lage

Taps

9. Click Save.

10. To auto-generate a form for this workflow, click Form above the Start task.

Create Task AppVie_. + masber L Workllow  pallack o GIT Acticnis P Preview: Classic B o 8 Variable Mapping

% Create Task AppW...

‘I

T

= Fyrn | Qv e o p—

Appiiern

iy
11. Click “~ above the Create AppViewX task to auto-populate the form fields.
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L] L Tasks
LAF

12. Select the fields required in the input form.
13. Provide a Form Name and click Create.

.
4.!': Tashs
" ® Q
s d Crests App¥iawX Certificate \"' &
1 - a
e
“ g
= o
“ g
‘g
* gt
[ oo |

14. To view and download the certificate in a holistic view, from the Utils folder, drag and drop the View

and Download Certificate prebuilt task.
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Create Task Appéie_. master v Werkflsd polback & GIT Actions. P Proview: Classic B @ 0 Varlble Mapging /& Validate
¢ Creats Task AppV.
h o .
TE
2 o for @ @Y @ O [5) p
A w
L g [ ]
&

w  Worklow  Rolback & GIT Actions. % P Proview - Claaic 3 @ @ Varlsble Mapping

3 Create Taik AppV,

' .- - 0y -

& Walidate

User Inputs form when the Create AppViewX Certificate task is selected is displayed.
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v

—

A Craste A (artili e

The following table describes the field information in the User Inputs form when the Create

AppViewX Certificate task is selected:

Field Description

Certificate

Category

Select the Certificate Category from the options available in the dropdown.

[ Note: Server is the default selection.

J

*Certificate

Group

Select the Certificate Group from the options available in the dropdown.

-

Note: To retrieve the values in the Certificate Group field, click

0,

*Certificate
Authority

Select the Certificate Authority from the options available in the dropdown.

*CA Account

Select the CA Account from the options available in the dropdown.

Note: To retrieve the values in the CA Account field, click = .

*Auto

Renewal

Select the required option from the dropdown to enable/disable Auto Renewal for the

regenerated certificate.
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Field Description

Renew Enter the number of days in the Renew Before (days) field. For example, if you enter
Before 5, then the renewal request will be triggered 5 days prior to the expiry date.
(days)

Description | Add a description for the workflow, if required.

*Common Enter the Fully Qualified Domain Name (FQDN) of the server for which certificate is
Name requested.

Subject Select the Subject Alternative Name from the options available in the dropdown.
Alternative

Name

DNS Enter a valid DNS if you select the DNS option in the SAN field.

IP Address | Enter a valid IP Address if you select the IP Address option in the SAN field.

Organization | Enter the name of the organization.

Organization | Enter the name of the organization unit.

Unit

Locality Enter the name of the locality in which the organization is situated.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
Zip Code Enter the Zip code in which the organization is located.

Email Enter theEmail Address of the organization.

Address

*Validity Select the Validity Unit from the options available in the dropdown.
Unit

*Validity Enter the Validity Value based on the Validity Unit selected.
Value

Challenge Enter the challenge password.

Password

*Hash Select the Hash Function from the options available in the dropdown.
Function

*Key Type Select the Key Type from the options available in the dropdown.
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Field Description

Note: To retrieve the types of keys that can be availed, click

*Bit Length [ Select the Bit Length from the options available in the dropdown.

Attribute Select the Attribute from the options available in the dropdown.
Attribute Enter the Attribute Value based on the Attribute selected.
Value

All asterisk (*) marked fields are mandatory.

16. To add the attribute to the Certificate Attributes grid, click . n
17. To edit the value of a particular attribute, select the attribute in the grid and click n
18. Enter the new value for the attribute in the Value field and click n again to update the value.

19. To delete a certificate attribute, select the attribute in the grid and click l:.

A
20. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

21. To search for a particular attribute in the grid, type the keyword(s) in the search field.
22. Click Next.
AppViewX Certificate created.
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Croate Appvirw Cerificate

" ——0—0 ¥

Liggs - Craste Apphiew Cartifics

23. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.

[+]

00—y

24. Hover your mouse over @ to view the Certificate status.
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AppViawx CA
I Certificate
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|

i DL R0 B P e, C G
CFda i J-T=0 ¥ W e oo

Renew Tasks

This section describes the Renew and Regenerate tasks that can be integrated with custom workflows to

renew and regenerate certificates.

* Renew Task

* Regenerate Task

Renew Task

The OOB script task for renewing certificates can be found in the Workflow Studio, under Certificates,

in the Renew folder.
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Renew Task master w Workflow  Rpol

+ Add i =
had, 4
Source Control
Regenerate Certificate
Gener.‘:ll Q egenerate Le Li]

Change Management
santhiya a Renew Certificate Li]
User interface
Motification
Application Delivery
IPAM
ITSM
Certificates
CLM Automation

Enrollment

Expiry
Utils
Push

Renew
DevDps
GitOps
Reports
Metwork

Solutions

To design a custom workflow using the Renew task:
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1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over

3. From the menu displayed, click Studio > Workflow.
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Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.
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4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.
renew_task_demo Workflow  Rollback
¥ Name

Description

f_.l!l_-'-;l:':_.' Yelaiile - +

Subcategory Default w +
7. From the Certificates folder, under Renew, drag and drop the Renew Certificate task.

292
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This task can be used to renew certificates.

B g e

Legn

Tagi

8. To auto-generate a form for this workflow, click Form above the Start task.
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renew_task_demo w master v Workflow  podiback B Proview : Classic B @ ) Variable Mapping

% renaw_taik dems

i
9. Click ' above the Renew Certificates task to auto-populate the form fields.

Tasks

I

10. Select the fields required in the input form.

11. Provide a Form Name and click Create.
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Tasks
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12. From the Utils folder under the Certificate section, drag and drop the View and Download

Certificate task.

renew_task_demo w master L Workllow  Bollhack P Proview: Classic B o @ Varkable Mapping

€  renew_tosk demo

13. To get a preview of the user input form, connect all the workflow tasks and click Preview.
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rerew_Link_dema w rusler w  Workflow  Rollback B Preview: Classic 3 @ @ Variable Mapping

¥ romew task dema Workflow previes

mrom o @ Y WO : Elx .
E— = . ¥
* Certificate § .
L Inguts Ve A
Start Droramiad Stop

The User Inputs form is displayed on the screen.

m A Banam Cortificats

The following table describes the fields in the User Inputs form:

Field Description

Certificate Category Select the Certificate Category from the options available in the
dropdown.
[ Note: Server is the default selection. ]
*Certificate Group Select the Certificate Group from the options available in the dropdown.
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Field Description

Note: To retrieve the values in the Certificate Group field, click

*Certificate Authority | Select the Certificate Authority from the options available in the
dropdown.

Note: To retrieve the values in the Certificate Authority field, click

]

*Certificate Select the Certificate from the options available in the dropdown.

Note: To retrieve the values in the Certificate field, click |

Subject Alternative Select the Subject Alternative Name from the options available in the
Name dropdown.

Note: To retrieve the values in the Subject Alternative Name field,

==
a0

click

DNS Enter a valid DNS if you select the DNS option in the SAN field.
IP Address Enter a valid IP Address if you select the IP Address option in the SAN

field.
Hash Function Select the Hash Function from the options available in the dropdown.
Validity Unit Select the Validity Unit from the options available in the dropdown.
Validity Value Enter the Validity Value based on the Validity Unit selected.
Attribute Select the Attribute from the options available in the dropdown.
Attribute Value Enter the Attribute Value based on the Attribute selected.

All Asterisk (*) marked fields are mandatory.

14. To add this attribute to the Certificate Attributes grid, click .

15. To edit the value of a particular attribute, select the attribute in the grid and click n
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16. Enter the new value for the attribute in the Value field and click n again to update the value.

17. To delete a certificate attribute, select the attribute in the grid and click l:.

18. To maximize the Certificate Attributes grid, from the top right corner of the grid, click

19. To search for a particular attribute in the grid, type the keyword(s) in the search field.

20. Click Next.

Certificate renewed successfully.
réew Q@) ettt o

<]

Renge Certificats
Sucoms

21. To download the certificate, at the View and Download Certificate stage, hover your mouse overE

and from the options displayed, click Download Certificate.
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22. Hover your mouse over @ to view the Certificate status.
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23. Click on the renewed certificate to view the Certificate Details.
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Note: For more information on how to design custom workflows in the Workflow Studio, refer
to the Visual Workflow User Guide.

Regenerate Task

The OOB script task for regenerating certificates can be found in the Workflow Studio, under

Certificates, in the Renew folder.

Renew Task master w Workflow ol
(o]
+ Add ] — P

Source Control

e )
o
(]
m
w
=
o
'
i
"'I.
=
m

General
Change Management
santhiya B Renew Certificate Li]
User interface
Maotification
Application Delivery
IPAM

ITSM
Certificates

CLM Automation

Enrollment

Expiry
Utils

Push
Renew
DevOps
GitOps
Reports
Metwork

Solutions

To design a custom workflow using the Regenerate task:
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1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over

3. From the menu displayed, click Studio > Workflow.
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Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.
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Design 3 Solutions
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4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.

regencrate_task_de.. ~ master ¥  Workflow  Rollback

7. From the Certificates folder, under Renew, drag and drop the Regenerate Certificate task.
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8. To auto-generate a form for this workflow, click Form above the Start task.
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P Preview: Classic B & B Viriable Mapping

i
9. Click '/ above the Regenerate Certificates task to auto-populate the form fields.

Tasks

10. Select the fields required in the input form.
11. Provide a Form Name and click Create.
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Tasks
.
- ® mm q

- Re __I" r Regenerate Contidicats \— e
5 (] Q
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12. From the Utils folder under the Certificate section, drag and drop the View and Download

Certificate task.

regenerale_task_de.. v master v Workflow  Roliback P Proview: Classic B g @ Variable Mapping

{ regenerate taik

ED,
10

13. To get a preview of the user input form, connect all the workflow tasks and click Preview.
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The User Inputs form is displayed on the screen.
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The following table describes the fields in the User Inputs form:

Field Description

Category

Certificate Select the Certificate Category from the options available in the dropdown.

[ Note: Server is the default selection. ]

*Certificate Group | Select the Certificate Group from the options available in the dropdown.

Note: To retrieve the values in the Certificate Group field, click mll|
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Field Description

*Certificate
Authority

Select the Certificate Authority from the options available in the dropdown.

Note: To retrieve the values in the Certificate Authority field, click il

*Certificate

Select the Certificate from the options available in the dropdown.

Note: To retrieve the values in the Certificate field, click id|

*CA Account

Select the CA Account from the options available in the dropdown.

Note: To retrieve the values in the CA Account field, click md|

*Auto Renewal

Select the required option from the dropdown to enable/disable Auto Renewal
for the regenerated certificate.

Description

Provide a description for the regenerated certificate.

*Common Name

This field is populated on the basis of the certificate selected.

Subject
Alternative Name

Select the Subject Alternative Name from the options available in the
dropdown.

Note: To retrieve the values in the Subject Alternative Name field, click

i

DNS

Enter a valid DNS if you select the DNS option in the SAN field.

IP Address

Enter a valid IP Address if you select the IP Address option in the SAN field.

Organization

Enter the name of the organization.

Organization Unit

Enter the name of the organization unit with which the certificate will be

associated.
City Enter the name of the city in which the organization is located.
State Enter the name of the state in which the organization is located.
Country Enter the name of the country in which the organization is located.
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Field Description

Email Address Enter the email address associated with the organization.
Challenge Configure the Challenge Password to protect the certificate.
Password

*Hash Function Select the Hash Function from the options available in the dropdown.

*Key Type Select the Key Typefrom the options available in the dropdown.

*Bit Length Select the Bit Length from the options available in the dropdown.

Note: To retrieve the values in the Bit Length field, click il

*Validity Unit Select the Validity Unit from the options available in the dropdown.

*Validity Value Enter the Validity Value based on the Validity Unit selected.

Attribute Select the Attribute from the options available in the dropdown.

Attribute Value Enter the Attribute Value based on the Attribute selected.

All Asterisk (*) marked fields are mandatory.

14. To add this attribute to the Certificate Attributes grid, click n
15. To edit the value of a particular attribute, select the attribute in the grid and click n
16. Enter the new value for the attribute in the Value field and click n again to update the value.

17. To delete a certificate attribute, select the attribute in the grid and click l:.

A
18. To maximize the Certificate Attributes grid, from the top right corner of the grid, click
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19. To search for a particular attribute in the grid, type the keyword(s) in the search field.

20. Click Next.
Certificate regenerated successfully.

Regenerate Cenificate

21. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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22. Hover your mouse over @ to view the Certificate status.
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23. Click on the regenerated certificate to view the Certificate Details.

Certificate details

Common name
Serial rermer
Walkd g {GMT)
Valld ta (GMT)
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Note: For more information on how to design custom workflows in the Workflow Studio, refer
to the Visual Workflow User Guide.

Push Tasks

You can design a custom workflow for pushing a certificate to a device(s) or a server(s) using the prebuilt
Push tasks available in the Workflow Studio. The OOB script task for pushing certificates to devices/
servers can be found under Certificates, in the Push folder.

Push to Device Task master W Workflow  Rel

Q
4+ Add Commit < [ €

Source Control

L=}
¥,
)
)
¥
1]
i
b

Change Management

)
General
User interface @
Motification
Application Delivery B Push to Citrix Device @
IPAM
— k) Pushtoissener @
Certificates
CLM Automation @
Enroliment
Expiry
Utils
Push
Renew

Enroll
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1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over

3. From the menu displayed, click Studio > Workflow.
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Dashboard

CERT+

Pages

Studio Workflow
Request @© Fi:r:;trn,
Collection

Inventory

Account

Logging

N\ Alert

Settings

Tenant

The Workflow inventory page is displayed.
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4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.

Push to Device Task master Workflow  Rollback

* Mame Push to Device Task

Description
Category Default b r
Subcategory Default v

1 N

7. From the Certificates folder, click Push.
The following tasks for pushing certificates are available in the Push folder:
* Push to Apache Server
* Push to F5 device
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* Push to Citrix Device
* Push to IIS Server
« Push to Linux Server
8. From the Push folder, drag and drop any of the Push tasks. For example, the Push to Linux Server

task.

W EdRmode® 7 P9 o X

Push o LirasSener &
infermation

Logs

9. Click Save.
10. To auto-generate a form for this workflow, click Form above the Start task.

Push 1o Device Task v master v Workflow  Rolback 4 GIT Actions v P Preview:Classic B @ @ Variable Mapping

¥ Push o Device T...

mion @ @ ¥ @ O )

-

i |'\ . .
11. Click -~ above the Push to LinuxServer task to auto-populate the form fields.
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Tasks
: s a
-\ o
[ crome |
12. Select the fields required in the input form.
13. Provide a Form Name and click Create.

I Certificate

AppViewX Intermediate CA
W Ex

i DL R0 B P e, C G
CFda i i o A, € T W e certil

14. To view and download the certificate in a holistic view, from the Utils folder, drag and drop the View

and Download Certificate prebuilt task.
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User Inputs form when the Push to LinuxServer task is selected is displayed.
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= N

Note: The fields displayed in the User Inputs form will vary depending on the Push task
selected from the Push folder while designing the workflow.

The following table describes the field information in the User Inputs form when the Push to
LinuxServer task is selected:

Field Description

*Certificate Category Select the Certificate Profile from the following options:
» Server

* Client

» Code Signing

Note: Server is the default selection.

*Certificate Group Select the Certificate Group from the options available in the
dropdown.
*Certificate Authority Select the Certificate Authority from the options available in the

dropdown. The following CAs are supported:
« DigiCert

 Entrust

*« EJBCA

 Microsoft Enterprise

* AppViewX
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Field Description

Note: This field is populated based on the Certificate Group
selected.

*CA Account Select the CA Account from the options available in the dropdown.

Note: This field is populated based on the Certificate
Authority selected.

*Auto Renewal Select the required radio button to enable/disable Auto Renewal.
Note: Default selection is set to Off.

Renew Before (Days) Enter the number of days in the Renew Before (days) field. For
example, if you enter 5, then the renewal request will be triggered 5
days prior to the expiry date. Note: This field is displayed only when

the Auto Renewal field is enabled.

Description Add a description for the workflow, if required.

*Common Name Enter the Fully Qualified Domain Name (FQDN) of the server for
which certificate is requested.

Subject Alternative Name Select the Subject Alternative Name from the options available in
the dropdown.

DNS Enter a valid DNS if you select the DNS option in the SAN field.

IP Address Enter a valid IP Address if you select the IP Address option in the
SAN field.

Organization Enter the name of the organization.

Organization Unit Enter the name of the organization unit.

Locality Enter the name of the locality in which the organization is situated.

State Enter the name of the state in which the organization is located.

Country Enter the name of the country in which the organization is located.

Zip Code Enter the Zip code in which the organization is located.

Email Address Enter the Email Address of the organization.

*Validity Unit Select the Validity Unit from the options available in the dropdown.
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Field Description

*Validity Value Enter the Validity Value based on the Validity Unit selected.

Challenge Password Configure the Challenge Password to protect the certificate.

*Hash Function Select the Hash Function from the options available in the
dropdown.

*Key Type Select the Key Type from the options available in the dropdown.

Note: To retrieve the types of keys that can be availed, click

"

2

*Bit Length Select the Bit Length from the options available in the dropdown.
Attribute Select the Attribute from the options available in the dropdown.
Attribute Value Enter the Attribute Value based on the Attribute selected.

All Asterisk (*) marked fields are mandatory.

16. To add this attribute to the Certificate Attributes grid, click .
17. To edit the value of a particular attribute, select the attribute in the grid and click n
18. Enter the new value for the attribute in the Value field and click n again to update the value.

19. To delete a certificate attribute, select the attribute in the grid and click l:.

A
20. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “
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21. To search for a particular attribute in the grid, type the keyword(s) in the search field.

22. Click Next.
Certificate created successfully.

Creats AppviewX Conificate

Sucoen

(a—o—0—0 v

23. To download the certificate, at the View and Download Certificate stage, hover your mouse overH

and from the options displayed, click Download Certificate.
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[+]

OO v

24. Hover your mouse over $ to view the Certificate status.

AppViawx CA

I Certificate

AppViewX Intermediate CA
W Ex

i DL R0 B P e, C G
EFBaRFLA SR8 PRI 8w, £ T B Mew cermificat

Note: For more information on how to design custom workflows in the Workflow Studio, refer

to the Visual Workflow User Guide.
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OOB Tasks

You can use the OOB tasks and subflows available in the Workflow Studio module to build custom
workflows for enrolling and renewing certificates. You can also add the OOB Push to Device subflow to

push the certificates to a selected device.

To design a custom workflow to enroll a certificate and push it to a device:

1. Log into AppViewX with valid credentials.

/X appviewx

2. To access the navigation pane, hover the mouse over = .
3. From the menu displayed, click Studio > Workflow.
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4. On the Workflow inventory page, click Create New.
5. Provide a suitable Name for the workflow.
6. Click Save.

Certificate Enrollme... - master W Workflow Rollback

*Name Certificate Enrollment and Push tc

Description
Category Default v +
Subcategory Default v +

Certificates

7. To access the OOB workflow tasks, from the left menu, click Certificates.
8. Under Certificates, from the Enrollment folder, drag and drop the required OOB task for enrolling a
certificate, for example, the Create AppViewX Certificate task.

Certificate Enrolime... v master L Workflow  Roliback # GIT Actions  w P Proview : Classic & @ @ variable Mappang & validate

¢ Certificate Enroll...

+ Add Commit € £ ©

®
L e}
.I': o e
: o 3
L Create AppWiew
IE L] i
[ creste efsca Certies. 0 —
utomation B eate Entrust Certii__
Enrgliment
Expiry @ Create Micr T
WUils
Push E Create Microsoft Sta_ 0
Renew
[ a
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9. Click Save.
10. Under Certificates, from the Utils folder, drag and drop the OOB Push to Device subflow.

Certificate Enrolime... + master v Workflow  Rollback & GIT Actions. w P Preview:; Classic B @ @ Variable Mapping & Validate

¢ Cortificate Enroll...

Commit & B ©

w0 3
2

[s] [
Mot JE
e L] ‘a’
Appl L]
et Create —
IPAM Appview
ﬁ; v A L] Stop

11. Under Certificates, from the Utils folder, drag and drop the OOB View and Download Certificate
task.

Certificate Enrollme_. v master w  Workllow  Roliback & GIT Actigns. W P Preview: Classic B @ @ variable Mapping & Validate

Q vt k ¢ Certificate Enroll...
+ Add Commit ¢ B ©

Sournce Cantrol

F
E)

Change Managemnent

Q. o
o Push To :
) m Device ‘3“9
AppView
Y
kg v 0 Stop

Expiry
utils

Rinew

12. To generate a form for this workflow, click Form above the Start task.
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Certificate Enrolime... v master v  Workflow  podiback & GIT Actions v P Proview: Classic B @ @ Varable Mapping & Validate

% Cortificate Enroll...

h

mrom 1 @ ¥ @ O @ Y

Device

10

I:'\::\' . Wiew And -
Apphiew Tewnilo

IPAM &a.-, Stap
M

Application Delivery

Certificates

Uilities

13. Click "~ above the Create AppViewX Certificate task to auto-populate the form fields.

Certificate Enrolime.

Certificate Erredl

; Tasks

a
= 0]

A

erriad
Star S

14. Connect all workflow tasks and enable the workflow.
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& GIT Actions  » P Preview: Classic B @ @ Variable Mapping & Validate

15. Trigger the workflow from the Request ::

View/Run page.
16. The workflow execution page is displayed with the workflow inputs requested at the first stage

A Create AppView Certificate

The following table describes the fields in the input form:

Field Description

*Certificate
Category » Server
* Client
» Code Signing

Select the Certificate Profile from the following options:

[ Note: Server is the default selection. ]
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Field Description

*Certificate | Select the Certificate Group from the options available in the dropdown.

Group

*Certificate |Select the Certificate Authority from the options available in the dropdown. The
Authority following CAs are supported:

« DigiCert

» Entrust

* EJBCA

 Microsoft Enterprise

* AppViewX

[ Note: This field is populated based on the Certificate Group selected. j

*CA Account | Select the CA Account from the options available in the dropdown.

[ Note: This field is populated based on the Certificate Authority selected. ]

*Division Select the Division from the options available in the dropdown.

[ Note: This field is displayed only when DigiCert is selected as the CA. ]

Certificate Select the Certificate Type from the options available in the dropdown.
Type

*Auto Select the required radio button to enable/disable Auto Renewal.
Renewal

[ Note: Default selection is set to Off. ]
Renew Enter the number of days in the Renew Before (days) field. For example, if you enter
Before 5, then the renewal request will be triggered 5 days prior to the expiry date.
(Days)

[ Note: This field is displayed only when the Auto Renewal field is enabled. ]

Description | Enter a description for the certificate to be created.
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Field Description

*Common Enter the Fully Qualified Domain Name (FQDN) of the server for which certificate is

Name requested.

Subject Select the SAN as either:

Alternative * DNS

Name « IP Address

DNS Enter a valid DNS if you select the DNS option in the SAN field.

IP Address | Enter a valid IP Address if you select IP Address in the SAN field.

Organization | Enter the name of the organization with which the certificate will be associated.

Organization | Enter the name of the organization unit with which the certificate will be associated.
Unit

State Enter the name of the state in which the organization is located.

Country Enter the name of the country in which the organization is located.

Zip Code Enter the zip code.

Email Enter the email address associated with the Certificate Group.
Address
*Validity Select the Validity Unit as either:
Unit » Days

* Months

* Years
*Validity Enter a Validity Value based on the selected validity unit.
Value

Challenge Configure the Challenge Password to protect the certificate.
Password

*Hash Select the Hash Function from the options available in the dropdown.

Function

*Key Type Select the Key Type from the options available in the dropdown.

*Bit Length | Select the Bit Length from the options available in the dropdown.

[ Note: This field will be populated based on the selected Key Type. ]
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Field Description

Attribute Select the Attribute from the available options.
Attribute Enter a value for the selected attribute.
Value

All Asterisk (*) marked fields are mandatory.

17. To add this attribute to the Certificate Attributes grid, click n
18. To edit the value of a particular attribute, select the attribute in the grid and click n

19. Enter the new value for the attribute in the Value field and click n again to update the value.

20. To delete a certificate attribute, select the attribute in the grid and click l:.

A
21. To maximize the Certificate Attributes grid, from the top right corner of the grid, click “

22. To search for a particular attribute in the grid, type the keyword(s) in the search field.
23. Click Next.
AppViewX Certificate is created successfully.
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o

Create AppviewX Certificate

——0—0—v)

24. At the Device Inputs stage of workflow execution, under Device Details, select the field information.

m A Cartificats Details

# Device Detaily

——a—e—¥)

Limux Actions  Profiles/pplication  KDB Password

This table describes the field information in this section:

Field Description

*Device Type Select the Device Type from the options available in the dropdown.
*Vendor Select the Vendor from the options available in the dropdown.

[ Note: The vendor list is populated based on the Device Type selected. j
*Device Select the Device from the options available in the dropdown.
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Field Description
l Note: The device list is populated based on the Vendor selected. \

Linux Actions Select the Linux Action from the options available in the dropdown.

Note: This field is displayed only when you select Linux Server in the
Vendor field.

*Profile/ Select the Profile/Application from the options available in the dropdown.

Application

Note: The Profile/Application list is populated based on the Device
selected.

*KDB Password | Configure a password to access the KDB file.

Note: This field is displayed only when you select Default in the Linux
Actions field.

*Push to Add the selected profile/application to the grid as described below the table.

Devices

All asterisk (*) marked fields are mandatory.

25. To add the selected profile/application to the grid, click .
The Profile/Application is added to the Push to Devices grid.

Note: If you select multiple profiles/applications, they will be displayed in the Push to Devices
grid, under the Profiles/Applications column as comma separated values.

* Push to Davices

Vendor Device Linux Actions Profiles/application Password

F5 gs-f5-pe22sila... £5-f5-pe225.lab.appyi.., AR

ES ES‘E‘QFEJBE - P A T L e -u.-u;... TILL
g5-f5-pe225.lab.appviewntnet gs-f5-
pe22s.lab.appviewncnet @KAN@rrr,gs-f5-
pe22t.lab.appviewx.net @NYC_test_vip_dont_delete_c
ent_ssi@Common
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Designing a Custom Workflow using OOB Tasks

To edit the device details in the Push to Devices grid, select the row, modify the device details, and
click n

Select a new device and click n again to update the value.

To delete a profile/application, select the row to be deleted in the grid and click l:.

To maximize the Push to Devices grid, from the top right corner of the grid, click <

To search for a particular profile/application in the grid, type the keyword(s) in the search field.
Click Submit.

Certificate pushed to the selected device.

[+]

Push to LinuxServer

——0—0—0—0—0 v
.
e

32. To download the certificate, at the View | Download Certificate stage, hover your mouse overE ,

and from the options displayed, click Download Certificate.

AppViewX CA
®

AppViewX Intermediate CA

F customoobwf.appviews.com
e, # Download Certificate

Server
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®

33. Hover your mouse over to view the Certificate status.

AppViewx CA

Certificate

AppViewX Intermaediate CA B Expiry

— customoobwh appviews.com Valid
Q i W Revoked
Lo v

Server
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Chapter 10: Scheduling an OOB workflow

You can also schedule these OOB workflows to be triggered at specific time intervals (once or repeat

daily, weekly, monthly, yearly) as per your requirement.

[ Note: For more information on scheduling workflows, refer to the Visual Workflow User Guide. j
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You can customize any of these OOB workflows by modifying individual tasks within the workflow.

To customize a workflow:

1. Navigate to Studio > Workflow.
The Workflow Inventory page is displayed.

Design - Solutions
# , ’ e
== d e
Workflows @ [+I § L]
o] # @ 4 = O i o
= O = o i o] ol
2. Search for the workflow by typing the keyword in the search bar.
3. Disable the workflow by turning off the toggle on the workflow card.
4. Click on the workflow to open it in the design space.
5. Modify the required tasks.
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i a
&
BT VUEE am K
el BN EZER
[ Note: For more information on workflow tasks, refer to the Visual Workflow User Guide. j

6. Once the tasks have been modified as per your requirement, validate the workflow.

Workflow  Relibhack

¥ Enroll Certificase

Lraing S ST
" Appiens, ""-C.:"‘ :

[
k= b

Fy - e s i'E‘l Ve e Seop
bm = @ Y @ O Create Efbeca = il

[ Note: For more information on validating a workflow, refer to the Visual Workflow User Guide. j
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7. Enable the workflow.

[ Note: For more information on enabling a workflow, refer to the Visual Workflow User Guide. ]

8. Trigger the workflow from the Request page.

[ Note: For more information on triggering workflows, refer to the Visual Workflow User Guide. j
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